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The article shows the impact of innovative-information security on the economic security
of the region. The main risks and problems that have a negative impact on the economic
security of the region are analyzed. The necessity to observe the principle of interdependence
and interaction of innovation security and information security within the framework of a
complex regional economic policy has been proved. The necessity of detailed diagnostics
of the state of the regional economy, macroenvironment, innovation ability of the enterprises
of the region using the system approach and system analysis is shown. A conceptual
approach to the definition of innovative-information security of the economic complex of
the region is proposed, taking into account the analysis of threats to information security
of the development of innovative activity in the form of nine elements of the block
diagram: identification and classification of threats to the innovative-information security
of the region; the formation of a system for monitoring the innovative-information security
of the region; substantiation of the system of indicators and information base for the
process of diagnostics of innovative-information security of the region; pre-planned research
of the state of innovation activity and the level of providing innovation and information
security (by component — innovation) of the region; development of the program of
diagnostics of innovative-information security of the region; conducting economic and
statistical analysis on the components of innovation and information security of the region;
conducting situational and strategic analysis on the situation of innovative-information
security of the region; quantitative assessment of the state of innovative-information security
and determination of preventive measures; development of program-targeted measures to
neutralize threats to the innovative-information security of the region. Formation of the
current innovative-information policy of the region is based on the principles of
interdependence and interaction of innovation security and information security. Measures
have been developed to ensure innovative-information security of the region.
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Problem statement

During the transformation period, the
Ukrainian state must implement a set of measures
to remove the economy from the crisis, which will
guarantee the economic security of the individual
region and the country as a whole. These measures
need to be implemented in all areas of the economy.
In determining the specific tools and mechanisms
for ensuring the economic security of the region

(ESR), it is necessary to take into account the
formulated threats to economic security (including
its major components), and to take into account the
short- or long-term nature of these threats and their
potential for prevention in the given period. One of
the important components of the economic security
of the region is information security, which is
beginning to play an increasingly important role and
affect the economic security of the region.
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From this point of view, increasing the influence
of local authorities and regionalization of decision-
making mechanisms to prevent economic panic are
of paramount importance. To solve this problem, it
is important to develop a conceptual approach to
innovative-information security of the economic
complex of the region.

Statement of the main material

Taking into account that, as a whole, the ESR
is a collection of the current state of languages and
factors that reflect the stability, stability and gradual
development of the territory’s economy, a certain
independence and integration with the state’s
economy, it is essentially expressed in:

— opportunities to implement their own
economic policies aimed at realizing the economic
interests of the region, but within the limits of
national interests and current legislation;

— the ability to carry out major economic events
(in the fields of society, resource support, regional
infrastructure, industrial production, innovative-
information security, demographics, etc.) for urgent
socio-economic, socio-environmental emergencies
in the region;

— an opportunity to maintain (on a balanced
basis) the conformity of valid economic standards
in the region, which would provide the necessary
standard and quality of life for the population;

— the ability to respond to severe geopolitical
changes in the country and the world, including in
the field of innovative-information security.

Nowadays, all regions of Ukraine are
experiencing a number of complex and acute
problems of economic, ethical, environmental, and
other. Among the regional aspects, the following
strategic issues are important:

— uneven development;

— depressed areas;

— formation of points of innovative growth;

— lack of balance of the infrastructure complex,
that is the presence of asymmetry factor;

— low level of self-sufficiency potential of the
region;

— failure to achieve the required efficiency of
decentralization processes;

— lack of proper level of innovation and
information security;

— the presence of external threats to the ESR,
including foreign currency outflows, displacement
from foreign markets, degradation of the
environment, reduced exports of high-tech products,
that is, reduced foreign exchange earnings and the
ability to upgrade machinery and equipment.

It should also be noted that there are threats
throughout the ESR, based on the so-called regional
monopoly in the production of the most important
products that reinforce current trends. In Ukraine,
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the monopoly market with a high level of stability of
technological and economic ties is characterized by
electricity, coal, oil and gas supply. Social and
information tensions are also a powerful factor in
reducing security at the regional level; the presence
of socio-environmental crises that reduce the
economic potential of the regions.

Such centers of social tension include:

— dangerously concentrated regions below the
poverty line;

— regions and cities - potential centers with
too high unemployment;

— cells of interethnic tension;

— areas of forced immigration from other
countries;

— deterioration of economic and social
conditions in large industrial centers, which causes
increased social tensions.

Against this backdrop, the role of an important
component of the EDB — information security,
including innovation and information security — is
growing. The development of parameters and criteria
for information security of the region should be based
on the following basic principles: complexity,
systematic, interdependent, variability, risk
acceptability, in the context of the impact of
information on the social environment of the regional
space.

A generic indicator (criterion) of regional
security, in terms of the components of the ESR, is
the sufficient ability of a particular region’s economy
to function in the context of enhanced reproduction
within the global economy. The basic principle of
the ESR is the thresholds of indicators, that is limit
values, beyond which destructive unregulated
processes occur and the region’s economy operates
in an extreme mode. The following regional security
thresholds can be identified:

— total production, GDP per capita;

— the level and quality of life of the region’s
population;

— demographic status of the region (fertility,
mortality, natural increase, life expectancy, etc.);

— employment of the population and its
dynamics by major economic regions, age and social
groups,

— state of the financial and budgetary and credit
system;

— the level of development of market relations,
ownership structure, social activity of the population;

— the level of balance of regional infrastructure;

— innovative activity of industrial and
infrastructural complexes of the region.

The threshold values of the indicators should
be determined taking into account the specific stages
of economic development and the characteristics of
the region.

FExonomiunuii eichux JJBH3 YIXTY, 2020, Ne 1(11)



Conceptual approach to the definition of innovative-information security of the region

Within the framework of a complex regional
economic policy, a necessary element of the
formation of the current innovative-information
policy of the region is observance of the principle of
interdependence and interaction of innovation
security and information security. There is a clear
need for innovation security of the regional industrial
complex, combined with the protection of the
innovation-intellectual and economic interests of the
subjects of the complex in the conditions of
information space. The objective of this principle,
first of all, is to determine the degree of security
threats to its level, the impact of the causes of their
emergence, identify the possibilities and ways of their
neutralization and assess the potential impact of
information flows on the protection of innovation
and intellectual security, including through the
complex of operational measures of inadmissibility
of excessive damage to innovative activity of subjects
of economic complex of the region.

These tasks can be solved on the basis of detailed
diagnostics of the state of the regional economy,
macro environment, innovative ability of the
enterprises of the region using the methods of system
approach and system analysis. The first allows to
cover the range of issues of innovative development
of the region in combination with the provision of
innovative-information security, and the second —
provides a comprehensive and interconnected logical
and mathematical consideration of this development
within the regional information space.

On the basis of the received information, taking
into account the analysis of threats to the information
security of the development of innovative activity, a
conceptual approach to the innovative-information
security of the economic complex of the region is
developed, which in a practical aspect is a system of
the following provisions:

— identification of the problem to be addressed
(compliance with the Sustainable Development
Strategy of Ukraine and its Regions — 2020 and
2030);

— term of conceptual approach implementation;

— the purpose of the conceptual approach
(enhancing the effectiveness of reforms to improve
the innovative development of industrial and in
general economic production in the region, including
the achievement of the objectives of ensuring the
innovation and information security of the region);

— ways of implementing the conceptual
approach (own capabilities of the region, assistance
of the center, attraction of international assistance);

— expected results of conceptual approach
implementation (implementation of EU standards);
improving the quality of the innovation process and
increasing the number of innovation-active industries;
providing updates on the new high-tech basis of the

region’s innovation system; creating the necessary
level of innovative-information security within the
regional and national information space;

— financial support;

— implementation of monitoring mechanisms
for development, production and marketing of
innovations;

— evaluation of the effectiveness of the proposed
measures.

Figure presents a conceptual approach to
defining the region’s innovative-information security
as nine elements of a block diagram.

Block I: identification and classification of
threats to the innovative-information security of the
region within the information regional space (the
criteria for innovative-information security should
include the determination of the reliability of the
economic (industrial) system of the region, the level
of protection of the regional innovative-information
space, ways to implement innovative development,
the ability to neutralize development, excitatory
effects, dynamics of accumulation of threats,
appropriate reactions to excitatory effects).

Block II: formation of a monitoring system for
innovative-information security of the region. It
defines the objects of direct influence (which the
system can influence) and the objects of indirect
influence (which aren’t a direct characteristic of
innovation, they determine the additional
opportunities and threats that accompany them —
energy supply, ecology, etc.). The objects of the
monitoring system in the region are, first of all, the
objects of innovation and information activity, which
prove, within the regional information space,
scientific and technological achievements in practical
implementation.

Also, monitoring objects should include:
innovation risk objects, investment objects,
integration activities, information space objects,
organizational and legal entities. In the case of
integration activities, in our opinion, it is necessary
to distinguish the following levels of integration:
cross-sectoral, inter-regional, business and
international.

Block III: justification of the system of
indicators and information base for the process of
diagnostics of innovative-information security of the
region. The following conditions must be taken into
account when designing a system of indicators: it
must correspond to the list of threats to the
innovative-information security of the region; include
only the required metrics that are calculated
promptly; related to the general system of diagnostics
of the economic complex of the region.

In our opinion, it is possible to divide the whole
set of indicators into two types: 1 — criteria, that
will reflect the tendencies of the state of innovative-
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Conceptual approach to the definition of innovative-
information security of the region

information security of the region; 2 — indicative,
reflecting the direct impact on the innovation process
within the information space of the region and
beyond the state.

Block IV: pre-planned study of the state of
innovation activity and the level of providing
innovative-information security of the region. This
block includes modeling of different scenarios of
innovative development of the region.

Block V: formation of the program of
diagnostics of innovative-information security of the
economic and industrial complex of the region. Such
a program in its general form should include the
following components: determination of the general
nature of threats to the innovative-information
security of the region, characteristics of monitoring
objects, aggregated monitoring objects, information
system, presentation of the state of innovative-
information security of the region in accessible
qualitative and quantitative estimates.

Block VI: conducting a statistical analysis on
each component of the region’s innovative-
information security.

Block VII: conducting situational and strategic
analysis on the situation of innovative-information
security of the region.

Block VIII: quantitative assessment of the state
of innovative-information security of industrial
production in the region, qualitative assessment of
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the state of the information space of the region and
the adoption of preventive and preventive measures.

Block IX: development of program-targeted
measures to neutralize threats to the innovative-
information security of the region and further its
sustainable innovative development.

The state of regional economic security, by an
important component of the region’s innovation and
information security, is influenced by many different
factors that either hinder or contribute to security.
If the influence of factors is incorrectly or timely
regulated, its transition from a relatively manageable
state to a new, destabilizing and often unpredictable
one is considered as a threat to the region’s innovation
and information security and economic security.
Consequently, any unmanageable factor or timely
unregulated and influential condition of the region’s
basic economic security components, including the
region’s innovative-information security, could be
jeopardized.

The threat to the economic security component
of the region, the innovative-information security of
the region, should be understood as a set of conditions
and factors, phenomena and processes that occur in
the internal and external environment of the
information space, which leads to undesirable
changes in the state of innovation activity, while
creating direct or indirect the risk of damage to the
vital economic interests of the region, its
competitiveness and investment attractiveness due
to the formation of conditions of scientific and
technological development the establishment of the
economic complex of the region.

Timely intervention in the development of
factors should lead to the prevention of crises in the
context of scientific and technological development
of the region, which is the most favorable
development of events. If the factor has become a
security risk, then it is necessary to minimize the
possible damage. Measures to ensure the innovative-
information security of the region should be
implemented in the following sequence:

— identification and classification of factors that
influence the state of innovative-information security
of the region and as a consequence of the economic
security of the region;

— identification of the threat if this factor of
innovative-information security of the region is out
of control, including under the influence of external
threats to the information space of the region, the
state and the global economy;

— development of measures, using economic
and mathematical modeling tools, to prevent the
consequences of the factor of innovation and
information security of the region;

— implementation of the measures taken,
including through the formation of a mechanism for
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innovative-information security of the region and
the implementation of systematic monitoring. At the
same time, one of the main tasks of the management
system in the area of innovative-information security
of the region is to identify and assess the existing
and potential challenges and threats to the innovative-
information security of the region and the overall
economic security of the region. To do this, the
quantitative parameters of indicators and thresholds
should be determined based on the indicator for
assessing the state of innovative-information security
of the region established in the region. Thresholds
are limit values of indicators of innovative-
information security of the region, breach (increase
or decrease) of which creates a threat to innovation
and information security of the region. It is the
establishment and systematic effective control over
the achievement and compliance with the thresholds
that is an important function of the innovative-
information security management system of the
region.

However, it should be borne in mind that
ensuring the innovative-information security of the
regions of Ukraine is a function of their respective
authorities. Of course, in the necessary cases to solve
complex issues of joint management, etc. relevant
national authorities, the Ministry of Education and
Science of Ukraine, the National Academy of
Science of Ukraine in the field of creating conditions
for the development of science in the country, as
well as the media of the national information space
are connected.

Conclusions
Countries, their regions, which can’t provide
their own information security, become

uncompetitive and, as a consequence, can’t
participate in the fight for the division of markets
and resources. It is the provision of innovative-
information security that has a great impact on the
economic security of the region. It is indisputable
that in every developed country, as well as in its
regions, there must be a system of information
security, and the functions and powers of the relevant
public authorities should be enshrined in law.

The proposed conceptual approach to the
definition of innovative-information security of the
region provides an idea of the system of information
and innovation security of the region, outlines the
stages of monitoring and diagnostics of the state of
innovative-information security of the region and
measures to ensure the innovative-information
security of the region.
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KOHHEHTSZAJII)HI/II?'I TIAXIT 1O BUSHAYEHHA
THHOBALIMTHO-IHOOPMAIINHOI BE3ITEKU
PET'IOHY

Jlyonuyoxuii B.1., Haymenxo H.FO., Osuapenxo O.B.,
Ilucaporosa B.P.

B cmami nokazano enaue innosauyitino-inghopmayitinoi bes-
neKu Ha cmau eKoHomiuHoi besnexu peeiony. [Ipoananizoeano oc-
HOBHI puzuku ma npobnemu, sKi 30iliCHIONMYb He2AMUGHUL NAUE
Ha cman ekoHomiuHOi Gesneku peciony. JloeedeHo HeobXiOHicmb
JOMPUMAHHA NPUHYUNY B3AEMO3ANCHCHOCII MA 83AEMO0ii IHHO8A-

yiuHoi 6e3nexu ma iHgopmauitinoi be3nexu 6 mexcax KOMnAeKCHOT

pecionanvHoi exoHomiunoi noasimuku. Ilokazano Heobxionicmb
30ilicCHeHHs 0emanbHOi diaeHOCMUKU CIAHY pecioHanbHOi eKoHOMI-
KU, MAKPOOMOYeHHs, IHHOBAUILIHOI 30amHOCmi niOnpuemcme pezi-
OHY 3 BUKOPUCMAHHAM CUCIEMHO20 NIOX00Y Ma CUCMEMHO20 AHANI-
3y. 3anpononoeano koHuenmyanvHuil nioxio 0o eusHaueHHs HHO-
eauitiHo-iHghopmayiiHoi 6e3nexu 20cno0apcvkoe0 KOMNAEKCY peai-
OHY 3 YPAXYBaHHAM AHANIZY 3a2po3 iHGopmayitiHoi Ge3neku po3-
UMKy IHHo8ayiluHOI disnbHocmi y euensioi dee’smu esemenmie 610-
YHOI cxeMU: U3HA4eHHs ma Kaacughikayis 3aepo3 IHHO8AYIlUHO-
iHghopmauitinoi 6e3nexu pecioHy; (hopmMysanHs cucmemu MOHIMO-
PUH2Y IHHO8AUilIHO-IHGoOpMayitiHOT be3neku peciony; 0OTpYHMY68aH-
HS cucmeMmu NOKA3HUKI6 ma ingopmayiiHoi 6a3u drs npoyecy diae-
HOCMUKU IHHOBAUILIHO-IH(hopMayiliHoT Ge3neku pecioHy; nepeonaa-
Hoge docaidxceHHss cMaHy iHHOGayiliHoI disabHocmi ma pieHs 3a-
be3neuenHs IHHOBAYIUHO-IHGOpMayiliHOT be3neku (3a KOMNOHEHMO
— iHHOBaUYis) pe2ioHy; (opMYy8aHHs npoepamu OiaeHOCMUKU [HHO-
eauitiHo-iHghopmayiiHoi 6e3neKu pecioHy; 6UKOHAHHS eKOHOMIKO-
CMamucmu4H020 aHanizy 3a ckAadogumu KOMNOHeHMAaMu iHHO8a -
YiuHO-IHGOpMaYitiHOI be3neKu pecioHy; BUKOHAHHS CUMYAUIUH020
ma cmpameeiyHo20 aHanizy 3 cumyauii iHHO8ayitHO-iHGopmayiti-
HoI be3nexu pecioHy; KinbKiCHe OUiHIOBAHHS CMAHY [HHOBAUIUHO-
iHghopmauitinoi 6e3nexu ma eu3HaveHHs NPOPINAKMUYHUX 3aX00i8;
PO3POOKA NPOSPAMHO-UINbOBUX 3aX00i6 w000 Helmpanizauii 3aepo3

inHosayitiHO-ingopmauitinoi 6ezneku peziony. Dopmyearts Oirouoi

IHHOBAYIIHO-IHGhOPpMAYIlIHOI noaimuKU pe2ioHy 6a3yemvcs Ha NPUH-
UUNAX 83AEMO3ANEHCHOCI MaA 63AEMO0IT IHHOGAUIUHOT be3nexu ma
inghopmauitinoi 6eznexu. Po3pobaeno 3axodu wjodo 3abe3neuenHs
iHHOBaUIlIHO-THhopmayiliHOT be3neku peciony.

Kimouosi caoBa: iHdbopmaliiiHo-iHHOBalliliHa Oe3rnexa,
€KOHOMiuHa Oe3I1eKa, perioH, 1iarHOCTHKa, ITOPOTOBi 3HAYEHHS,
KOHUENTYATbHWMA TiIXil.

KOHIIENTYAJIBHBIN MMOAXO/I K OINIPENEJIEHUIO
MHHOBAIIMOHHO-UH®OPMAILIMOHHOU
BE3OIIACHOCTHU PETMOHA

Jlyonuuyruii B.U., Haymenxo H.IO., Osuapenro O.B.,
Ilucapovrosa B.P.

B cmamve nokasano éausiHue UHHOBAUUOHHO-UHPOPMALU-
OHHOUI 6e30nACHOCMU HA COCMOSIHUE IKOHOMUYECKOU 0e30nacHocmu
peeuona. [Ipoananusupoeansl OCHOBHbIE PUCKU U NPOOAEMbL, KOMO-
Dble 0Ka3bl8aiom HeeamueHoe 6AUSHUE HA COCMOSHUE IKOHOMUYeC-
Kot bezonacHocmu peeuoHa. Jlokazana Heobxooumocms cobade-
HUSL APUHUUNG 83AUMO3ABUCUMOCIIU U 63AUMO0eLiCMEUs UHHOBAUU-
OHHOU 0e30nACHOCMU U UHPOPMAYUOHHOU 6e30NACHOCMU 8 PAMKAX
KOMNAEKCHOU pecUOHAAbHOU dKOHOMuUHeckou noaumuku. Tlokazana
Heobxo0umocms npogedeHus: 0emanbHoi OUASHOCMUKU COCIOSHUS
DeCUOHANLHOU SIKOHOMUKU, MAKPOOKPYICEHUS, UHHOBAYUOHHOU CNO-
COOHOCMU npednpusmuil pecuoHa ¢ UCHOAb308AHUEM CUCHEMHO20
nooxoda u cucmemuoeo auanusa. llpeonodcen KoHyenmyanvHli
n00x00 K onpedeneHuo UHHOBAUUOHHO-UHPOPMAYUOHHOLU be3onac-
HOCMU X035TUCMBEHH020 KOMAIACKCA PecUOHA HA OCHOBE GHAAU3A YepOo3
UHGDOPMAYUOHHOU Oe30nacHocmu pas3eumus UHHOBAUUOHHOU Oesi-
meabHoCmu 6 8ude 0esmu 1eMeHmo8 OA0UHOU CXeMbl: onpedene-
Hue U Kaaccugukayus yepo3 UHHOBAUUOHHO-UHPOPMAYUOHHOU be-
30NACHOCIU PeUOHA; POPMUPOBAHUE CUCTEMbL MOHUMODUHEA UH-
HOBAUUOHHO-UHPOPMAUUOHHOU OE30NACHOCMU PecUOHA; 000CHO8A-
Hue cucmembl nokazamenei U UHGOOPMAYUOHHOU 6a3bl 0451 npoyec-
ca JuacHOCMuUKYU UHHOBAUUOHHO-UHPOPMAYUOHHOL 6e30nacHoCmu
DpecuoHa; npednianoeoe Uccae008anue COCMOSHUS UHHOBAUUOHHO
dessmenavHOCmU U ypogHsi 00echeueHus: UHHOBAUUOHHO-UHGOPMAaYU-
OHHOU Oe3onacHocmu (N0 KOMHOHEHMY — UHHOBAUUS) DeSUOHA;
gopmuposanue npoepammvl OUACHOCMUKY UHHOBAUUOHHO-UHGOpMA-
UUOHHOT 0€30NACHOCMU PecUOHA; NPogedeHle IKOHOMUKO-CIamu-
CIMUMECK020 AHAAU3A RO COCMABASIOUUM KOMNOHEHMAM UHHOBAUU -
OHHO-UHMOPMAUUOHHOL 6e30NACHOCMU PeUOHA; NPOedeHUe CUmY-
AUUOHHO20 U CIPame2u4eckK020 aHaiu3a no CUMyayuy UHHOBAYU-
OHHO-UHOPMAUUOHHOU Be30NACHOCMU Pe2UOHa; KOAUHeCMEeHHAs
OUeHKA COCMOSHUS UHHOBAUUOHHO-UHDOPMAYUOHHOU Oe30nacHOC-
mu u onpedeneHue nPOPYUAGKMULECKUX MEPONPUSMULL; pa3pabom-
Ka npoepammHO-Uene6biX MEPONPUSMUL No HeUmpaiu3ayuu yepo3
UHHOBAUUOHHO-UHPOPMAUUOHHOU Ge3onacHocmu peeuoHa. Popmu-
posanue deticmeyrouyeli UHHOBAYUOHHO-UHMOPMAUYUOHHOU NOAUMU-
KU pecuona 6asupyemcsi Ha RPUHUUNAX 63aUMO3A6UCUMOCIU U 83a-
uModeticmeusi UHHOBAUUOHHOU 6e30NACHOCIU U UHPOPMAYUOHHOU
6ezonacnocmu. Paspabomansl meponpusmus no obecneyeHuro ux-
HOBAUUOHHO-UHDOPMAYUOHHOT OE30NACHOCIU PecUOHA.

Kiiouesbie cioBa: MHGOPMaLMOHHO-UHHOBALIMOHHAS
6e30MmacHOCTb, 9KOHOMHYECKass 6e30MacHOCTb, PEruoH,
JIMarHOCTHKA, TTIOPOTOBbIC 3HAYCHUST, KOHIICTITYaTbHBIN TTOIXOI.
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The article shows the impact of innovative-information security
on the economic security of the region. The main risks and problems
that have a negative impact on the economic security of the region
are analyzed. The necessity to observe the principle of interdependence
and interaction of innovation security and information security within
the framework of a complex regional economic policy has been proved.
The necessity of detailed diagnostics of the state of the regional
economy, macroenvironment, innovation ability of the enterprises of
the region using the system approach and system analysis is shown.
A conceptual approach to the definition of innovative-information
security of the economic complex of the region is proposed, taking
into account the analysis of threats to information security of the
development of innovative activity in the form of nine elements of the
block diagram: identification and classification of threats to the
innovative-information security of the region; the formation of a
system for monitoring the innovative-information security of the region;
substantiation of the system of indicators and information base for
the process of diagnostics of innovative-information security of the
region; pre-planned research of the state of innovation activity and
the level of providing innovation and information security (by
component — innovation) of the region; development of the program
of diagnostics of innovative-information security of the region;
conducting economic and statistical analysis on the components of
innovation and information security of the region, conducting
situational and strategic analysis on the situation of innovative-
information security of the region; quantitative assessment of the
state of innovative-information security and determination of
preventive measures; development of program-targeted measures to
neutralize threats to the innovative-information security of the region.
Formation of the current innovative-information policy of the region
is based on the principles of interdependence and interaction of
innovation security and information security. Measures have been
developed to ensure innovative-information security of the region.

Keywords: innovative-information security, economic se-
curity, region, diagnostics, thresholds, conceptual approach.
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