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The content of economic security remains the subject of numerous discussions. Therefore,
it is relevant to consider the existing approaches to the interpretation of the role of economic
security. The generalization of these approaches makes it possible to consider economic
security from the perspective of process, situational, and systemic aspects. The literature
review allows us to generalize the existing definitions of economic security. Two paradigms
of economic security can be distinguished. The need for constant observance of economic
security is determined by the task of ensuring the stability of functioning and achieving the
main goals of the business entity. The level of economic security of a business entity
depends on the extent to which its management and specialists will be able to evade
potential threats and eliminate the harmful effects of individual negative components of
the internal and external environment. The system of economic security of a business
entity cannot be formulaic. It should be unique for each business entity. It depends on the
level of development, structure, size, production potential and efficiency of its use, direction
of activity, qualification of personnel, production discipline, competitive environment,
location, riskiness of production, presence of secret materials and their degree of secrecy,
etc. The security system of the business entity must be independently separated from
similar systems of other production units. But her separation is relative. Many tasks cannot
be completed independently. The security service of a particular business entity also depends
on the activity of countermeasures by the intelligence units of competitors. It is created
and functions on the basis of legislative acts adopted in the state. The business entity’s
security system must be comprehensive. It is designed to ensure economic, scientific and
technical, personnel, intellectual, environmental, informational, physical, technological,
fire, communication, etc. security. Taking into account the above, the economic security
system should include the appropriate elements, bodies, forces, and means. Only the
complexity of the system of economic security can ensure the appropriate reliability of the
security of the business entity.

Keywords: economic security, threat, crisis situation, security, level of economic security,
economic security, efficiency.
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Formulation of the problem

The need for constant observance of economic
security is conditioned by the task of ensuring the
stability of functioning objectively available to each
business entity. A constant threat to any business is
the emergence of crises. According to the analytical
data of the «big four» auditors (KPMG, EY, Deloitte,
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PwC), economic crises rank among the most serious
threats to business.

Their spread is a consequence of the illusions
of business owners. who are convinced that by
exercising total control over employees, changing
business management tactics and strategies, the
enterprise will be able to avoid economic troubles.
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But this has nothing to do with practice. Taking
measures to prevent crisis phenomena at a business
entity is one of the key tasks of business. This
contributes to the growth of the organization’s
economic security.

The purpose of the article

Justification of the role of economic security
as a tool for ensuring business stability is the purpose
of the article.

Analysis and research of publications

Scientists are working on issues of economic
security of the economic entity. In Ukrainian
companies, this continues to be one of the most
urgent problems. Among the numerous works, the
works of N. Chupryna, O. Chernysheva, O. Krainik,
T. Ivanyuta, N. Levchenko, Y. Petrovych,
A. Tkachenko, L. Shvab, 1. Shulga, N. Shtamburg,
T. Vasyltsiv, A. Zaichkovsky and others deserve
special attention [1, 2, 3]. Issues regarding the
introduction of economic security of business in the
corporate sector of the economy remain not fully
studied. Primary economic, organizational and legal
measures that form the basis of economic security
have a primary role in the area of economic security
of business.

Presentation of the main research material

The formation of a favorable legal and economic
field for the realization of the right to entrepreneurial
activity is a component of proper socio-economic
development of the state. It is appropriate to talk
about the existence of a relationship between the
provision of free entrepreneurship, a favorable
economic and legal environment for business and

the socio-economic growth of the state. The
consequence of this is the formation of the defining
components of the security system of the national
economy [4, p. 9].

The development of scientific knowledge in the
field of economic security allows us to draw a
conclusion about the formation of a separate vector
of economic security issues. To this day, the content
of economic security as an economic category
remains the subject of numerous discussions.
Therefore, it becomes necessary to unify the existing
approaches to the interpretation of the theory of
economic security. The generalization of these
approaches allows us to draw a conclusion about
considering economic security in view of its process,
situational and systemic aspects. Within these limits,
economic security is divided according to various
criteria. The study of scientific literature allows to
generalize the existing definitions. In particular, we
are talking about two paradigms regarding the
interpretation of its content. The first of them is the
security paradigm. It is based on the understanding
of economic security as a way of denying danger.
The second is the paradigm of the statement, which
is based on the understanding of economic security
as a way of approving a business entity in the form
of its functioning and development. The goal is to
implement the declared mission, achieve the set goals,
and solve the set tasks. Fig. 1 shows the classification
of approaches to defining the concept of “economic
security of an enterprise”.

Under market economic conditions, the
economic security of all subjects of business and
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Fig. 1. Classification of approaches to the interpretation of the concept of “economic security of the enterprise” [5, p. 38]

protection of a particular type of
economic entity

system of economic relations

depending on the
form of ownership

The role of economic security in forecasting probable threats




60 ISSN 2415-3974. Exonomiunuil gicnuk /lepicagnoeo 8uuyoeo HaAs4aibHO20 3aKAA0Y
“Yipaincokuil depicagHuil Ximiko-mextnonoeiunuil yHieepcumem”, 2022, No 2, C. 58-64

other types of activity becomes very important.

The economic security of a business entity is a
state of corporate resources and business opportunities
that guarantees their most effective use for stable
functioning and dynamic scientific, technical and
social development, prevention of internal and
external negative influences (threats).

The need for constant observance of economic
security is determined by the task of ensuring the
stability of functioning and achieving the goals of its
activity available to each business entity [6, p. 466].

An enterprise that is in a situation of uncertainty
in conditions of fierce competition makes risky
decisions. In these conditions, this ensures the
achievement of business goals. In such a situation,
the resources of the business entity (land, capital,
labor, entreprencurial abilities, intellectual property,
information, technology, etc.) are used not only to
prevent risks and dangers, but also to achieve business
goals. Identifying risks and dangers, using resources
to prevent harm, making risky decisions, fighting
competitors, etc. is the way to achieve strategic
business goals [7, p. 18].

In the conditions of the circular economy,
business entities function in a dynamic and
unpredictable environment. This determines the
urgency of ensuring the economic security of the
business entity.

The level of economic security of a business
entity depends on the ability to evade potential threats
and eliminate the harmful effects of negative
components.

Sources of negative impact on the economic
security of the enterprise can be:

— conscious or unconscious actions of
individual officials and business entities;

— a coincidence of objective circumstances (the
state of the financial situation in the markets of this
enterprise, scientific discoveries and technological
developments, force majeure, etc.) [8, p. 510].

Factors of negative impact on economic security
can be objective and subjective. Such negative impacts
that occur without the participation and involuntarily
of a specific enterprise are considered objective.
Subjective factors are the result of inefficient work
of the enterprise as a whole or managers and
functional managers [9, p. 278].

The main goal of the economic security of the
economic entity is to guarantee its stable and
maximally productive functioning. The main
functional goals of economic security include:

— ensuring the financial stability and
independence of the business entity;

— ensuring technological independence and

achieving high competitiveness of technical potential;

— achievement of high management efficiency,
optimal and effective organizational structure of
management of the business entity;

— minimization of the destructive impact of
the results of production and economic activity on
the state of the environment;

— high-quality legal protection of all aspects
of the business entity’s activity;

— ensuring the protection of the information
field, commercial secrets and achieving the necessary
level of information support for the work of all
divisions of the business entity;

— effective organization of the security of the
business entity’s personnel, its capital and property,
as well as commercial interests [10, p. 105].

The economic security of a business entity is
characterized by a set of qualitative and quantitative
indicators. The level of economic security is
considered the most important. It is determined by
the state of use of corporate resources according to
the criteria of the level of economic security of the
enterprise. This indicator depends on the ability of
the management of the business entity and specialists
to effectively avoid possible dangers. In order to
achieve the highest level of economic security, the
business entity must work to ensure the functional
components of its work. Functional components of
economic security of a business entity are a set of
main vectors of its economic security [11, p. 490].

Among the functional components of an
adequate level of economic security, the financial
component is considered the leading one.

Financial security is characterized by:

— the balance and quality of the set of financial
instruments;

— resistance to internal and external threats;

— the ability of the financial system of the
business entity to ensure the realization of its financial
interests, mission and tasks;

— to ensure the development of this financial
system.

This type of economic security characterizes
the financial security of the business entity. The
weakening of financial security is evidenced by the
following indicators: decrease in liquidity; increase
in receivables and payables; decrease in financial
stability, etc. Financial and economic services of
the economic entity are responsible for this
component of economic security. The following
factors influence the financial component of the
economic security of an economic entity:

— internal negative actions (inefficient financial
planning and asset management; ineffective market
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strategy; erroneous pricing and personnel policy);

— external negative actions (speculative
operations on the securities market; price and other
forms of competition; lobbying by competitors for
insufficiently thought-out decisions of authorities);

— force majeure circumstances (natural disaster,
strikes, military conflicts) and circumstances close
to force majeure (adverse legislative acts, embargoes,
blockades, currency exchange rate changes, etc.)
[12, p.495].

Technological component. The main negative
impacts include:

— actions aimed at undermining the
technological potential of the economic entity;

— violation of technological discipline;

— moral aging of technologies.

Countermeasures should be handled by the
technological service.

Legal component. The main security threats
are:

— insufficient legal protection of the company’s
interests in contractual and other business
documentation;

— violation of the legal rights of the enterprise
and its employees;

— intentional or unintentional disclosure of
commercially important information;

— violation of the norms of patent law.

Countermeasures should be handled by the legal
and patent licensing service [13, p. 569].

The personnel component provides information
on providing the enterprise with the necessary
personnel. The main negative effects on this
component of the economic security of the enterprise
include: staff turnover; physical aging of personnel,
aging of their knowledge and qualifications; low
qualification of personnel; combining the main
activity with work in other organizations. The
personnel service (personnel department) is
responsible for this component of security [12, p. 496].

Information component. The level of this
component of economic security is determined by
the share of incomplete, inaccurate and contradictory
information.

Countermeasures should be handled by the
information and analytical service together with the
security service (analysis of the reliability of incoming
information, collection, accumulation,
systematization and storage of information, protection
of information from unauthorized access, maintaining
relations with business partners and the public).

Ecological component. Negative effects on the
economic security of the enterprise are manifested
as follows: threat to the health of the enterprise’s

employees: loss of profit due to a high level of
environmental fines and payments; decrease in
competitiveness of the enterprise and manufactured
products; threats to the company’s image.

The company’s environmental safety service
should deal with such impacts.

Issues related to the protection of the
environmental safety of society from business entities
carrying out industrial and commercial activities can
be resolved only through the development and careful
observance of national (international) norms.
Enterprises-producers will not voluntarily do this,
because such measures require additional costs for
treatment facilities and for the corresponding effective
environmentally friendly technologies. The only
factor in greening production is the application of
significant fines for violations of national
environmental legislation [12, p. 499].

Power component. The main negative impacts
include:

— physical and moral influences aimed at
specific managers, and above all management and
leading specialists of the business entity;

— negative influences that cause damage to the
property of the business entity, threaten to decrease
the value of its assets and loss of economic
independence (including access to confidential
information of the enterprise, including industrial
espionage; misinformation; destruction of
information, etc.).

Beyond the generally accepted functional
components of the economic security of a business
entity, it is possible to single out an investment
component. The investment activity of the business
entity takes place in the form of investing money in
production projects, securities, real estate, statutory
funds of other enterprises, precious metals. This
activity brings income in the form of interest,
dividends, profit from resale. This contributes to the
improvement of the organization’s financial
condition.

Among the negative phenomena of influence
on the investment component of the economic
security of the economic entity, the following can
be named:

— unqualified project management.

— incorrect establishment of the relationship
between the investment security of the enterprise
and the investment security of the project.

— errors in substantiating the corporate and
competitive strategy of the business entity. Increasing
the level of investment security of technical
development ensures the growth of competitiveness
of products and business entities in the long term.

The role of economic security in forecasting probable threats
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Fig. 2. Characteristics of the economic security system

Ensuring the economic security of a business
entity requires the creation of its own security system
in the organization. When characterizing the system
of economic security of an economic entity, it is
necessary to define some methodological provisions
(Fig. 2).

I. The economic security system of an
economic entity cannot be standard. It should be
unique for each business entity. This system depends
on the level of development, structure, size,
production potential, direction of activity,
qualification of personnel, production discipline,
competitive environment, location, riskiness of
production, presence of secret materials).

2. The security system of the business entity
must be separate from similar systems of other
production units. Many tasks facing the security
system of a business entity cannot be performed
independently. The security service of a particular
business entity also depends on the activity of
countermeasures by the security services of
competitors. It is created and functions on the basis
of legislative acts adopted in the state.

3. The security system of the business entity
must be comprehensive. It provides economic,
scientific and technical, personnel, intellectual
environmental, information, physical, man-made,
fire safety, etc. The system of economic security
should include appropriate elements, bodies, forces,
and means. The complexity of the economic security
system can ensure the appropriate security reliability
of the business entity.

The main thing is the effectiveness and
efficiency of economic security. The uniqueness,
independence and complexity of the economic
security system does not guarantee that this system
will operate effectively [7, p. 19-20].

The general scheme of the process of organizing
economic security includes the following actions:

— formation of necessary corporate resources
(capital, personnel, rights, information, technology
and equipment);

— general strategic forecasting and planning of
economic security by functional components;

— strategic planning of financial and economic
activities of the organization;

— general tactical planning of economic security
by functional components;

— tactical planning of financial and economic
activities of the organization;

— operative management of financial and
economic activities of the organization;

— implementation of a functional analysis of
the level of economic security;

— general assessment of the achieved level of
economic security [14].

Conclusions

The main task of the economic security of a
business entity is forecasting and anticipating probable
dangers that cause a crisis state of the organization.
This also includes the timely introduction of an anti-
crisis management strategy. This strategy is aimed at
minimizing the manifestation of a crisis state;
reduction of external and internal dangers for the
organization. Economic security of business has
economic, organizational and legal measures. All this
is developed on the basis of a set of organizational
and economic-legal measures.
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POJIb EKOHOMIYHOI 3AXUIIIEHOCTI B
ITPOTHO3YBAHHI BIPOI'TITHUX BE3ITEK

Iloxcyesa T.0., Byepim O.IO.

o cb02o0Hi 3mich eKOHOMIUHOI 3aXULeHOCMI 3AAUUAEMbCS
npeomemom HucAeHHUX OUCKYCIll, a momy cmae HeoOXiOHUM 3Aum-
ms ma €OHaHHs iCHylOuUX niodxodie 0o maymaueHHs ii 3HaYeHHs.
Y3aeanvnenus yux nioxodie 003601s€ 3po6UmMuU 8UCHOBOK NPO PO3-
2150 eKOHOMIUHOI 3axuueHocmi 3 oeasdy Ha ii npouecHi, cumy-
auitini i cucmemni acnekmu. /locaioxcenns Haykoeoi simepamypu,
NPUCBAYEHOI eKOHOMIYHIL 3aXujeHocmi cy6 'exkmie 2ocnooaproean-
okpemuguiu 06i napaduemu wodo maymayenus ii smicmy. Ilompeba
NOCMIlIH020 OOMPUMAHHS eKOHOMIYHOT 3aXUUeHOCMI 3YMOBAHEMb-
¢ 00 €KMUBHO HASGHUM 051 KOJICHOO CY0 €Kma e0cno0apro8anHts
3a60aHHAM 3a0e3nevenHs cmabinbHocmi (yHKYIOHY8aHHS ma 00-
CAACHEeHHs1 20108HUX yinell céoci disnvrocmi. Pigenv exonomiunoi 3a-
XuujeHocmi cyb’ekma 20cno0apro8aHHs 3ansedcums id moeo, Ha-
CKinbKU npoO0yKMUBHO 1020 KepieHuumeo ma ¢ghaxieui 6yoyme 30amHi
YXUAUMUCS 8i0 NOMEHUIANbHUX 3aePo3 | YCYHYymuU WKIOAuei Hacaioku
NOOOUHOKUX 8i0 EMHUX CKAAOOBUX 6HYMPIUHb020 MA 308HIUHBOO
cepedosuuja. Cucmema besnexu cyb ’eKkma e0cno0apro8ants NOBUHHA
6ymu camocmitiHor 8i00KPeMACHOI0 8i0 AHANOSIMHUX CUCIEM THUIUX
B8UPOOHUMUX 00UHUUD. Ane i idokpemaenicmb gidHocHa. baeamo
3a60aHb, AKi nocmarms neped cucmemoro besnexu cyo’ekma eoc-
n00apioBaHHs, He MOJICYMb OYMuU 8UKOHAHI camMOCmiliHo, Oe3 HeoO-
XIOHUX pilleHb, W0 NPULLMArOmMbCsl Ha Oinbld 8UCOKOMY DieHi, nepe-
dycim Ha depucasrnomy. Cayxcoa be3neku KOHKpemuoeo cyo ekma
20CN00aplOBaHHS 3anelcUms MaxKoxc 6i0 akmueHocmi npomudii
caynch besneku KOHKYpeHmie ma, 6 nepuiy uepey, 8id ix posgioy-
sanvHux nidpo3dinie. Bona cmeoproemovcss ma ynkyionye Ha oc-
HOGI NPUIIHAMUX 3GKOHO0A8HUX 8 Jepicasi akmie, HaseHOCMI ma
Moocaugocmi npudbamu 3acobu 3axucmy, pieHs nideomoexku ma
keanigixayii kadpie mouyo. Cucmema b6e3nexu cy6’ekma eocnooa-
DI0BAHHSA NOBUHHA Oymu KomnaekcHow. Bona nokaukana 3abe3ne-
yumu 6e3neKy eKoHOMIUHY, HAYK080-MeXHIuHY, Kadposy, iHmenex-
MYanvHy eKon0eiuHy, iHQpopmMayitny, Qi3uuHy, mexHoeeHHy, NONCeHC-
HY, 36’33Ky moujo. Bpaxoeytouu nepepaxosane, do ckaady cucmemu
eKOHOMIYHOI be3neKu nosuUHHI 6X00Uumu 6i0N0BIOHI enemeHmu, opea-
Hu, cuau, 3acoou. Jluwe KomniexcHicms cucmemu eKOHOMIYHOI 3a-
XuuwjeHocmi modice 3abe3nequmu 6i0nosiony Haodilnicme 6e3nexu
cy6’ekma eocnooapiosanHsi.

Kirouosi ciioBa: eKOHOMiYHa 3aXWIIEHICTh, 3arposa,
KpU30BUIl cTaH, Oe3rneka, piBeHb €KOHOMIUYHOI Oe3meKku,
€KOHOMiYyHa Oe3rneka, eHeKTUBHICTb.
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The content of economic security remains the subject of
numerous discussions. Therefore, it is relevant to consider the existing
approaches to the interpretation of the role of economic security. The
generalization of these approaches makes it possible to consider
economic security from the perspective of process, situational, and
systemic aspects. The literature review allows us to generalize the
existing definitions of economic security. Two paradigms of economic
security can be distinguished. The need for constant observance of
economic security is determined by the task of ensuring the stability
of functioning and achieving the main goals of the business entity.
The level of economic security of a business entity depends on the
extent to which its management and specialists will be able to evade
potential threats and eliminate the harmful effects of individual
negative components of the internal and external environment. The
system of economic security of a business entity cannot be formulaic.
It should be unique for each business entity. It depends on the level
of development, structure, size, production potential and efficiency
of its use, direction of activity, qualification of personnel, production
discipline, competitive environment, location, riskiness of production,
presence of secret materials and their degree of secrecy, etc. The
security system of the business entity must be independently separated
from similar systems of other production units. But her separation is
relative. Many tasks cannot be completed independently. The security
service of a particular business entity also depends on the activity of
countermeasures by the intelligence units of competitors. It is created
and functions on the basis of legislative acts adopted in the state.
The business entity’s security system must be comprehensive. It is
designed to ensure economic, scientific and technical, personnel,
intellectual, environmental, informational, physical, technological,
fire, communication, etc. security. Taking into account the above,
the economic security system should include the appropriate elements,
bodies, forces, and means. Only the complexity of the system of
economic security can ensure the appropriate reliability of the security
of the business entity.

Keywords: economic security, threat, crisis situation, se-
curity, level of economic security, economic security, efficiency.
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