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The article examines the digitalization of industrial processes as an effective tool for
managing environmental risks at enterprises. Emphasis is placed on a comprehensive
approach to the use of modern digital technologies – the Internet of Things (IoT), Big
Data, analytics, automation, and robotics – aimed at enhancing environmental safety,
minimizing the impact of harmful emissions, and optimizing production activities. Special
attention is given to the implementation of an intelligent automated system at PJSC
“DniproAzot”, which enables the collection, processing, and transmission of CO2‚
emissions data in real time. The study analyzes a promising approach to CO2‚  emissions
utilization through their conversion into carbon-ammonia fertilizers, which combines
the reduction of greenhouse gas emissions with economic benefits in the form of valuable
agrochemical product output. It is demonstrated that the implementation of digital
technologies not only reduces environmental pressure but also contributes to increased
productivity, cost reduction, and greater flexibility in enterprise decision-making. The
economic feasibility of investing in an intelligent automated system for environmental
risk management is substantiated, with calculations provided for potential profit and
reduced environmental fees. The role of digitalization in ensuring sustainable development
of industrial enterprises amid modern environmental challenges is highlighted. The findings
have both practical and theoretical significance for shaping effective environmental policies
at the enterprise and national levels.
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Problem statement
In the modern world, industrial enterprises face

numerous challenges, among which one of the most
important is environmental risk management. Growing
attention to environmental safety and sustainable
development forces companies to look for new
approaches to minimize negative impact on the
environment. One of such approaches is the
digitalization of industrial processes, which opens up
new opportunities for effective environmental risk
management.

Digitalization involves the use of modern
technologies, such as the Internet of Things (IoT),
big data, analytics, and automation, to optimize
production processes and monitor environmental
performance. Thanks to these technologies, enterprises
can not only increase the efficiency of their operations,
but also significantly reduce the costs of environmental
management, while increasing the level of
environmental safety.
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In this article, we will examine the main aspects
of the digitalization of industrial processes, its impact
on environmental risk management, and the benefits
it brings to businesses. We will also discuss the
prospects for the development of digital technologies
in this area and their potential to create a more
sustainable and environmentally friendly future.

Analysis and research of publications
The digitalization of industrial processes and

environmental risk management are highly relevant
issues that attract the attention of many researchers.
In her article, Olga Ilyash explores the transformational
effects of digitalization in ensuring the development
of industrial production in the conditions of Industry
4.0. She emphasizes that digitalization contributes to
the optimization of production lines and increasing
the efficiency of industrial enterprises [1]. Another
study conducted by M. Beloborodova focuses on
environmental risk management in the development
strategy of industrial enterprises. The author analyzes
domestic approaches to assessing environmental risks
and proposes a classification of development strategies
taking into account environmental factors [2].
Deeva N.E. in her work develops an organizational
and economic mechanism for managing environmental
risks at enterprises. She substantiates the concept of
the economic essence of the category “environmental
risk” and offers methodological recommendations for
the implementation of subsystems of the economic
and organizational mechanism for managing
environmental risks [3].

These studies demonstrate the importance of
integrating digital technologies into industrial processes
for effective environmental risk management. They
also highlight the need to develop new approaches
and strategies to ensure the sustainable development
of industrial enterprises.

A study by Vera Kudlay highlights that the
digitalization of the global economy is a global
technological challenge that impacts the global ecosystem.
She notes that digital technologies are one of the tools
to ensure global economic growth, achieve human well-
being and solve environmental problems [1]. According
to estimates provided by the World Economic Forum
and Accenture, digital technologies can provide up to
one fifth of all emission reductions needed to achieve
net zero by 2050 [2]. This includes the use of 5G
networks, which are 90% more energy efficient than
legacy 4G networks, as well as the implementation of
digital solutions in the energy, logistics and
manufacturing sectors. These studies demonstrate the
importance of integrating digital technologies into
industrial processes to effectively manage environmental
risks. They also highlight the need to develop new

approaches and strategies to ensure the sustainable
development of industrial enterprises.

The purpose of the article
The purpose of the article is to study and analyze

the implementation of an intelligent automated system
for optimizing economic activities using the example
of JSC “DniproAzot”, which is directly related to the
digitalization of industrial processes aimed at managing
environmental risks at enterprises.

Statement of the main material
According to the State Statistics Service of

Ukraine, carbon dioxide emissions from stationary
sources of pollution in Ukraine continue to grow. In
2024, CO2‚  emissions from industrial enterprises
amounted to 250 million tons, which is 5% more
compared to 2023 [4]. This indicates the need to
implement effective measures to reduce emissions and
manage environmental risks.

Economic losses from natural and man-made
disasters are becoming so significant that this trend is
developing into a threat to economic stability on a
global scale. According to Swiss RE, in 2009, natural
and man-made disasters caused insurance payments
totaling 26 billion USD, and economic losses were
estimated at 62 billion USD [5]. This emphasizes the
importance of environmental risk management to
prevent significant economic losses.

In this article, we will examine the main aspects
of the digitalization of industrial processes, its impact
on environmental risk management, and the benefits
it brings to businesses. We will also discuss the
prospects for the development of digital technologies
in this area and their potential to create a more
sustainable and environmentally friendly future.

The Internet of Things (IoT) is one of the key
technologies transforming industry. IoT involves the
use of sensors and devices to monitor the condition
of equipment and the environment. The Industrial
Internet of Things (IIoT) allows for the collection
and transmission of information, remote control of
processes, automation of production, and increased
profitability [4]. For example, sensors in factories
can monitor the condition of equipment, preventing
breakdowns or downtime [4]. General Electric (GE)
has implemented IoT solutions to improve operational
efficiency and reduce carbon emissions. Using IoT
platforms, GE was able to optimize the operation of
its power plants, reducing CO2‚  emissions by 10%
[6]. Siemens is using IoT to manage and integrate
renewable energy into the electricity grid. Thanks to
IoT technologies, Siemens was able to reduce
emissions of harmful substances by increasing energy
efficiency [6]. Schneider Electric is developing IoT
platforms that help energy companies more effectively
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manage energy consumption, reducing waste and
reducing carbon emissions. Using IoT allowed the
company to reduce CO2‚  emissions by 12% [6].

These examples demonstrate how the
implementation of IoT technologies can contribute to
reducing emissions of harmful substances and
increasing the efficiency of industrial processes. The
use of IoT allows enterprises not only to reduce their
environmental impact, but also to gain economic
benefits by optimizing operational processes.

Big Data and analytics are important tools for
data collection and analysis that enable prediction
and management of environmental risks. Big data
includes huge amounts of structured and unstructured
data generated from various sources [7]. Big data
analytics allows you to discover patterns, predict trends,
and make informed decisions [8]. Dynamic Quantum
Clustering (DQC) is an innovative methodology for
analyzing multidimensional data. This method allows
you to discover structures and patterns in large amounts
of data using quantum principles [9]. DQC
implements the “let the data speak for itself” paradigm,
which allows you to obtain insights without prior
definition of models. MapReduce is one of the most
common algorithms for processing big data. It allows
you to distribute data processing across multiple nodes,
which significantly increases the efficiency of the
analysis [9]. MapReduce is used to process large
amounts of environmental data, such as air and water
pollution data. For example, neural networks can be
used to predict climate change and identify risk areas.
The Air Quality Prediction project uses machine
learning algorithms to predict air quality in real time.
Using data from IoT sensors, the machine learning
model analyzes pollution levels and predicts future
changes in air quality [10]. This allows timely measures
to be taken to reduce the negative impact on public
health.

Using algorithms and models to analyze big
data allows businesses to effectively predict and manage
environmental risks. Machine learning and deep
learning are powerful tools that help identify patterns
and trends in large amounts of data, providing accurate
predictions and informed decisions [13].

Automation and robotics are key components of
modern industry, reducing human intervention and
increasing the accuracy of manufacturing processes.
Automation involves the use of machines and systems
to perform tasks that were previously performed by
humans. Robotics allows complex and repetitive tasks
to be performed with high accuracy.

Advantages of automation and robotics [7 ,8, 11]:
– increased productivity: With automation,

machines can run 24/7 without interruption, which

greatly increases production. For example, an
automated car factory can produce one car every
55 seconds;

– quality improvement: Automated systems are
consistent and accurate, resulting in consistent product
quality and greatly reducing human error. In some
high-precision industries such as electronics, the error
rate has dropped to less than 0.1%;

– cost reduction: While the initial investment
may be high, automation significantly reduces
operating costs in the long run. Fewer errors mean
less waste, and the energy efficiency of modern
machines reduces utility costs;

– some companies report savings of up to 30%
of their operating costs after implementing automation
solutions;

– safety: Robots can perform hazardous tasks,
reducing the risk to workers. For example, robots are
used to work in high temperatures or toxic
environments;

– manufacturing flexibility: Automated systems
can quickly adapt to changes in production processes,
allowing businesses to be more agile and responsive
to changing demand.

For example, automated air quality monitoring
systems use sensors to measure pollution levels in
real time. These systems allow for rapid detection of
exceedances of permissible standards and take measures
to reduce emissions of harmful substances [11].
Automated waste management systems use robots to
sort and recycle waste. This reduces the amount of
waste going to landfills and increases recycling
efficiency [11]. The use of automated systems and
robots in industry reduces environmental risks,
increases the efficiency of production processes, and
ensures worker safety. Specific types of robots, such
as SCARA, Delta, and Cobot, have their own unique
advantages and applications, making them indispensable
in modern industry.

Environmental risk identification is the first step
in the environmental risk management process. It
involves identifying potential environmental risks at
an enterprise, such as emissions of harmful substances,
water, soil and air pollution, and possible accidents
[3]. Risk identification allows enterprises to identify
weaknesses and develop measures to eliminate them.

Developing and implementing strategies to
minimize environmental risks is a key management
step. This may include implementing environmental
standards, using new technologies, training staff, and
conducting regular audits [12].

Digital technologies allow businesses to more
effectively and accurately identify, assess, and manage
environmental risks.
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The next step is a detailed analysis of a specific
example of the implementation of digital technologies
for environmental risk management at
DNIPROAZOT JSC.

It is proposed to implement an intelligent
automated system at the enterprise, which allows for
a more detailed consideration of the practical aspects
of digitalization of industrial processes. This study is
an important example of how digital technologies can
be used to optimize business activities and manage
environmental risks. This will help to better understand
the practical aspects of digitalization and its benefits
for industrial enterprises.

Utilization of carbon dioxide (CO2‚ ) emissions
is an important task for industrial enterprises, since
these emissions have a significant impact on the
environment. One of the promising methods of CO2‚
utilization is its use for the production of carbon-
ammonia fertilizers. This process involves the
implementation of an intelligent automated system
for collecting and transmitting information on the
quantitative and qualitative composition of emissions.

One promising method of utilizing CO2‚  is to
use it for the production of carbon-ammonia fertilizers.
This process not only helps reduce the concentration
of greenhouse gases in the atmosphere, but also ensures
the production of valuable agrochemical products that
improve soil fertility and crop yields. Carbon-ammonia
fertilizers are nitrogen fertilizers in which nitrogen is
contained in the form of ammonia (NH3 ). They
have a high concentration of nitrogen, which makes
them effective for plant nutrition. Using CO2‚  for
the production of such fertilizers allows reducing
greenhouse gas emissions while providing farmers with
the necessary nutrients for plants.

For effective implementation of this method, it
is necessary to use intelligent automated systems for
collecting and transmitting information on the
quantitative and qualitative composition of emissions.
Such systems allow for continuous monitoring of
exhaust gas parameters, analysis of the content of
pollutants and transmission of data in real time. This
ensures accuracy and efficiency in making decisions
on optimizing the processes of CO2‚  utilization and
fertilizer production.

The implementation of intelligent automated
systems has several key advantages:

– increased efficiency: Automated systems
provide precise control and management of processes,
which increases the efficiency of fertilizer production;

– reducing environmental impact: Using CO2‚
to produce fertilizers helps reduce greenhouse gas
emissions, contributing to the fight against climate
change;

– improving product quality: Intelligent systems
allow you to optimize the composition of fertilizers,
which improves their quality and effectiveness for
crops [14].

This approach is a promising direction in the
field of environmental engineering and agrochemistry,
which can significantly impact the sustainable
development of agriculture and reduce the negative
impact on the environment.

The process of utilizing CO2‚  emissions to
produce carbon-ammonia fertilizers includes several
stages (Figure).

This approach combines environmental impact
reduction with innovative resource conservation,
allowing the transformation of harmful emissions into
valuable products – fertilizers with a high nitrogen
content. In addition, process automation provides
reliable monitoring and control, which is in line with
the principles of Industry 4.0 and sustainable
development.

The implementation of an intelligent automated
system for collecting and transmitting information
on CO2‚  emissions is a significant investment project.
For example, for JSC “DniproAzot” the costs of
purchasing new equipment are 3,500 thousand UAH,
intelligent sensors – 230.5 thousand UAH, and a
personal computer – 96.25 thousand UAH (Table 1).

The proposed economic cost analysis in Table 1
for the implementation of an intelligent automated
environmental risk management system demonstrates
its feasibility from both an environmental and economic
point of view. The calculations demonstrate significant
potential for reducing environmental fees and generating
profits from the utilization of CO2‚  emissions through
the production of carbon-ammonia fertilizers.

The assessment of the effectiveness of the
implementation of an intelligent automated system
includes an analysis of economic and environmental
indicators. The implementation of the system allows
you to reduce CO2‚  and ammonia emissions, which
contributes to reducing environmental pollution fees

Stages of the process of utilizing CO2‚  emissions to obtain

carbon-ammonia fertilizers
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(Table 2). For example, in 2022, JSC “DniproAzot”
paid 65.157 thousand UAH of pollution fees.

of the economic effect (over 97%) is provided by the
annual profit from the production of carbon-ammonia
fertilizers, which indicates the feasibility of processing
CO2‚  emissions into agrochemical products. At the
same time, reducing environmental fees, although it
constitutes a smaller share of the total profit, plays an
important role in increasing the environmental
responsibility of the enterprise. The net additional
profit of over 2 million UAH is a convincing argument
in favor of further implementation of digital solutions
in the field of environmental management.

Thus, the system demonstrates not only
environmental, but also high economic efficiency,
combining an innovative approach to sustainable
development with practical benefits for an industrial
enterprise.

Indicator 
Expenses 
(thousand 

UAH) 

Savings on 
environmental 
fees (thousand 

UAH/year) 

Payback 
period 
(years) 

Total costs 3826.75 65.16 ~5.9 

Table 2
Return on investment assessment

Table 3

Cost-effectiveness of system implementation

Conclusions
The implementation of an intelligent automated

system for collecting and transmitting information
on CO2‚  emissions is an effective solution for industrial
enterprises. Given the high level of environmental
burden on industrial enterprises, the digitalization of
production processes using IoT, Big Data, analytics
and automation allows not only to reduce the harmful
impact on the environment, but also to increase the
overall efficiency of the enterprise. Thus, the

integration of digital technologies into the
environmental management system is a justified
strategic step towards sustainable development of
industry. This allows not only to reduce the
environmental impact, but also to obtain economic
benefits through the production of carbon-ammonia
fertilizers. The use of modern digital technologies
provides accurate monitoring, analysis and
management of emission utilization processes.

Indicator 
Expenses 
(thousand 

UAH) 

Share in 
total costs 

(%) 

Service life 
(years) 

Comment / Purpose 

Equipment cost 3500.00 91.5 10 Main technological system 
Cost of smart sensors 230.50 6.0 5 CO2 sensors for real-time 
Cost of a personal 
computer 

96.25 2.5 3 Data processing, monitoring, reporting 

Total costs 3826.75 100 – – 

Table 1
Economic costs of system implementation

An extended analysis of the economic efficiency
of implementing an intelligent automated
environmental risk management system in Table 3
confirms its significant potential as a source of profit
and a means of reducing environmental costs. Most
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ÖÈÔÐÎÂ²ÇÀÖ²ß ÏÐÎÌÈÑËÎÂÈÕ ÏÐÎÖÅÑ²Â ÄËß
ÓÏÐÀÂË²ÍÍß ÅÊÎËÎÃ²×ÍÈÌÈ ÐÈÇÈÊÀÌÈ ÍÀ
Ï²ÄÏÐÈªÌÑÒÂÀÕ

Ðÿáèê Ã. ª., Ãåëåòà ². Â.

Ó ñòàòò³ ðîçãëÿäàºòüñÿ öèôðîâ³çàö³ÿ ïðîìèñëîâèõ
ïðîöåñ³â ÿê åôåêòèâíèé ³íñòðóìåíò óïðàâë³ííÿ åêîëîã³÷íèìè
ðèçèêàìè íà ï³äïðèºìñòâàõ. Àêöåíò çðîáëåíî íà êîìïëåêñ-
íîìó ï³äõîä³ äî âèêîðèñòàííÿ ñó÷àñíèõ öèôðîâèõ òåõíîëîã³é
– ²íòåðíåòó ðå÷åé (IoT), âåëèêèõ äàíèõ (Big Data), àíàë³òè-
êè, àâòîìàòèçàö³¿ òà ðîáîòèçàö³¿ – ç ìåòîþ ï³äâèùåííÿ
ð³âíÿ åêîëîã³÷íî¿ áåçïåêè, ì³í³ì³çàö³¿ âïëèâó øê³äëèâèõ âè-
êèä³â òà îïòèì³çàö³¿ âèðîáíè÷î¿ ä³ÿëüíîñò³. Îñîáëèâó óâàãó
ïðèä³ëåíî âïðîâàäæåííþ ³íòåëåêòóàëüíî¿ àâòîìàòèçîâàíî¿
ñèñòåìè íà ïðèêëàä³ ÀÒ «Äí³ïðîÀçîò», ÿêà äîçâîëÿº çáèðà-
òè, îáðîáëÿòè òà ïåðåäàâàòè äàí³ ïðî âèêèäè CO2‚  ó ðå-
æèì³ ðåàëüíîãî ÷àñó. Ó äîñë³äæåíí³ ïðîàíàë³çîâàíî ïåðñïåê-
òèâíèé ï³äõ³ä äî óòèë³çàö³¿ âèêèä³â CO2‚  øëÿõîì ¿õ ïåðå-
òâîðåííÿ ó âóãëåàì³à÷í³ äîáðèâà, ùî äîçâîëÿº ïîºäíàòè çìåí-
øåííÿ âèêèä³â ïàðíèêîâèõ ãàç³â ç îòðèìàííÿì åêîíîì³÷íî¿
âèãîäè ó âèãëÿä³ âèðîáíèöòâà ö³ííî¿ àãðîõ³ì³÷íî¿ ïðîäóêö³¿.
Ïîêàçàíî, ùî âïðîâàäæåííÿ öèôðîâèõ òåõíîëîã³é äîçâîëÿº
íå ëèøå çìåíøèòè åêîëîã³÷íå íàâàíòàæåííÿ, àëå é ñïðèÿº
ï³äâèùåííþ ïðîäóêòèâíîñò³, çíèæåííþ âèòðàò ³ ï³äâèùåí-
íþ ãíó÷êîñò³ óïðàâë³íñüêèõ ð³øåíü íà ï³äïðèºìñòâ³. Îá´ðóí-
òîâàíî åêîíîì³÷íó äîö³ëüí³ñòü ³íâåñòèö³é ó âïðîâàäæåííÿ
³íòåëåêòóàëüíî¿ àâòîìàòèçîâàíî¿ ñèñòåìè óïðàâë³ííÿ åêî-
ëîã³÷íèìè ðèçèêàìè, íàäàíî ðîçðàõóíêè ïîòåíö³éíîãî ïðè-
áóòêó òà çìåíøåííÿ åêîëîã³÷íèõ çáîð³â. Âèñâ³òëåíî çíà÷åí-
íÿ öèôðîâ³çàö³¿ ó çàáåçïå÷åíí³ ñòàëîãî ðîçâèòêó ïðîìèñëî-
âèõ ï³äïðèºìñòâ â óìîâàõ ñó÷àñíèõ åêîëîã³÷íèõ âèêëèê³â.
Îòðèìàí³ ðåçóëüòàòè ìàþòü ÿê ïðàêòè÷íå, òàê ³ òåîðå-
òè÷íå çíà÷åííÿ äëÿ ôîðìóâàííÿ åôåêòèâíî¿ åêîëîã³÷íî¿ ïîë³òè-
êè íà ð³âí³ ï³äïðèºìñòâà òà äåðæàâè çàãàëîì.

Êëþ÷îâ³ ñëîâà: öèôðîâ³çàö³ÿ, åêîëîã³÷í³ ðèçèêè,
²íòåðíåò ðå÷åé (IoT), âåëèê³ äàí³, àâòîìàòèçàö³ÿ, âèêèäè
CO2‚ ñòàëèé ðîçâèòîê, âóãëåàì³à÷í³ äîáðèâà, ïðîìèñëîâ³
ï³äïðèºìñòâà, ³íòåëåêòóàëüí³ ñèñòåìè óïðàâë³ííÿ.
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The article examines the digitalization of industrial processes
as an effective tool for managing environmental risks at enterprises.
Emphasis is placed on a comprehensive approach to the use of
modern digital technologies – the Internet of Things (IoT), Big
Data, analytics, automation, and robotics – aimed at enhancing
environmental safety, minimizing the impact of harmful emissions,
and optimizing production activities. Special attention is given to
the implementation of an intelligent automated system at PJSC
“DniproAzot”, which enables the collection, processing, and
transmission of CO2‚  emissions data in real time. The study
analyzes a promising approach to CO2‚  emissions utilization
through their conversion into carbon-ammonia fertilizers, which
combines the reduction of greenhouse gas emissions with economic
benefits in the form of valuable agrochemical product output. It is
demonstrated that the implementation of digital technologies not
only reduces environmental pressure but also contributes to increased
productivity, cost reduction, and greater flexibility in enterprise
decision-making. The economic feasibility of investing in an
intelligent automated system for environmental risk management
is substantiated, with calculations provided for potential profit and
reduced environmental fees. The role of digitalization in ensuring
sustainable development of industrial enterprises amid modern
environmental challenges is highlighted. The findings have both
practical and theoretical significance for shaping effective
environmental policies at the enterprise and national levels.
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