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Modern trends in the functioning of the industrial sector are characterized by increased
turbulence of the external and internal environment, as well as by military and political
risks, which intensify the requirements for the economic security of the sector and
highlight the need to search for new approaches to its effective formation. The purpose
of the article is to provide theoretical and methodological justification for the application
of process approach to forming the economic security of the industrial sector and to
develop a process architecture of economic security at the enterprise, industry and State
levels. The study uses the methods of analysis and synthesis to review scientific literature
on the selected issue and the methods of comparison and generalization to investigate
economic security concepts. This process includes examining approaches, identifying
objects of management, classifying processes and developing an architecture of economic
security processes. The scientific novelty of the obtained results lies in the integration of
the micro-, meso- and macro-levels into a unified process architecture of economic
security in the industrial sector with a clear division of processes. The practical value of
the study consists in the possibility of using the proposed process architecture as a
roadmap for deploying a process-based model of economic security in the industry,
configuring monitoring systems, assessing maturity and planning improvements. The
article is concerned with the theoretical aspects of forming economic security at all
hierarchical levels. Various approaches to defining the concept of “economic security”
of an enterprise have been described. Special attention is given to the application of the
process approach to defining the essence of “economic security” at enterprise, industry
and State levels. The paper presents a conceptual and hierarchical scheme of the logic
behind defining the term “economic security” and describes the goals, objects, subject
and tasks of economic security from the standpoint of the process approach. The business
processes of industrial enterprises have been identified and categorized into the main,
auxiliary and management processes within a hierarchical system.
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Introduction and formulation of the problem negatively affected the economic security of the
Under current economic conditions, the national  jndustrial sector as a fundamental component of the
economy operates in an environment of uncertainty  functioning of national economy. Contemporary trends
and constant changes in both external and internal  in the development of the industrial sector demonstrate
factors. The full-scale invasion launched by Russia an increasing dependence on globa] production Chains’
against Ukraine has created significant challenges that  resource constraints, technological transformations, as
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well as military and political risks. At the present
stage of development, industrial enterprises are
undergoing significant restructuring as an objective
response to the effects of martial law, the digitalization
of production processes and the intensification of
reindustrialization and “green” modernization
processes. These factors demand that state leaders should
apply new approaches to risk management, resource
utilization and ensuring the sustainability of enterprise
operations. Under these conditions, the application
of the process approach to forming the economic
security of the industrial sector becomes particularly
relevant.

The process approach is an effective tool for
ensuring the sustainability and efficiency of industrial
enterprises, because the functioning of the relevant
sector requires the construction of an integrated system
of business processes that are adaptable to
environmental challenges by coordinating the actions
of process participants and maintaining a balance
between efficiency, stability and development of the
national industrial sector.

Analysis and research of publications

The theoretical aspects of forming economic
security of the enterprise based on the process approach
have been examined in the works of scientists such as
Melikhova T. [1], Valikov V., Makedon V. [2] and
Zubko T. [3]. The issues related to the structure of
economic security and its components have been
explored in the research of Andryushchenko K.,
Buryachenko A., Lezina A., Lavruk O., Korzhenivska
N., Slavina N. [9], Vlasenko V. [10] and many others.

The sectoral aspect of economic security has
been addressed by the authors such as O. Denysov
[6], Kucher A. and Mazurenko V. [7]. The application
of the process approach to forming the economic
security of the industrial enterprises has been studied
in the works of Cherep O., Oleinikova L.,
Bekhter L., Dubynina S., Lyschenko O. [4], Dykan V.
and Bozhko K. [5], Ianioglo, A., Polajeva, T. [11],
Karanina, E., Maksimova, N. [12].

Despite numerous scholarly publications that
contain substantial exploratory studies for defining
the essence, describing the structure and forming the
economic security, the issues of forming the economic
security of the industrial sector remain insufficiently
studied and substantiated, especially regarding the use
of a process approach as a methodology for its
formation. This necessitates the need for further
scientific research in this direction.

Purpose of the article

The purpose of the article is to provide theoretical
and methodological justification for the use of the
process approach to forming the economic security of

the industrial sector and to develop a process
architecture of economic security at the enterprise,
industry and State levels.

Presentation of the main material

An analysis of scientific literature indicates the
existence of numerous approaches to defining the
essence of the term “economic security”. In the works
devoted to this issue, the authors most frequently
distinguish situational (static), systemic, process-based
and combined (integrated) approaches. A number of
studies also mention resource-based, protective,
sustainable (resilience-based), competitive,
harmonization and evolutionary approaches, which
should be consider as a derivative or more specified
forms of the main methodological approaches.

Thus, the situational approach defines economic
security as the state or conditions of protection of an
entity from threats during its interaction with the
external environment. The systemic approach treats
economic security as an integrated system of
interrelated elements or as a system of protective
measures that ensure continuous functioning and
resilience of the managed entity against various types
of threats. The combined approach represents a
combination of several classification features, with its
extended form referred to as the comprehensive
approach, which defines economic security as an all-
encompassing category that includes multidimensional
aspects of resilience, resource provision and security.

We are of the opinion that the process approach
to forming economic security stands out among others
by viewing economic security as a system of processes
and it offers a theoretical and methodological basis
for the formation, management and maintenance of
security at all hierarchical levels, from individual
enterprises to national economies. The widespread
use of the process approach in research works devoted
to various aspects of economic security confirms its
effectiveness

Most often, the process approach in the field of
economic security is applied at the enterprise level.
According to the interpretation of T. Melikhova, the
process approach defines economic security as a
managed process within the general business processes
of the enterprise [1]. V. P. Valikovand V. V. Makedon
emphasize that “economic security is a consequence
and result of properly structured and well-functioning
business processes” [2, p. 13]. A flowchart of
maintaining a stable level of economic security at an
enterprise [3], such as one presented by T. Zubko,
confirms that economic security is a system of
interrelated actions.

The economic security of an industrial enterprise
has been examined in the works of O. Cherep,
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L. Oleinikova, L. Bekhter, S. Dubynina and
O. Lyshchenko [4]. The authors apply the principles
of the process approach describing the construction of
a functional economic security system of the enterprise
through business process reengineering. The study
substantiates the feasibility of reengineering for the
development of the process system of an industrial
enterprise, thereby confirming the effectiveness of the
process approach for transforming its overall process
architecture.

The authors V. Dykan and K. Bozhko have
used a process-oriented approach to define the essence
of economic security. In their research, the economic
security of an industrial enterprise is described as “a
continuous process of adapting to a changing internal
state and external environment for an industrial
enterprise” [5].

Thus, the economic security of an industrial
enterprise constitutes a dynamic system focused on
managing processes to ensure the resilience of a
managed entity, efficient use of resources and
prevention of threats in real time.

Industrial enterprises collectively form the
industrial sector of the country, which represents a
separate level of economic security. The sectoral aspect
of economic security has been addressed by O.
Denysov, who defines it as “a multicomponent
category, with its integral level formed as a complex
of interrelated components (like include finance,
engineering and manufacturing, innovation,
information, energy, personnel, investment, market,
export and import) along with their corresponding
indicators” [6].

A. Kucher and V. Mazurenko describe the
industrial security as “a state of the industrial sector
that ensures resilience to threats, balanced growth
and the competitiveness of enterprises” [7].

Since industrial security is implemented through
production processes, management and development
processes of industrial enterprises, as well as through
processes that ensure production capacities, the latter
should be consider as a process mechanism. Such a
scientific interpretation allows us to assert the feasibility
of using a process approach and to consider a sector-
specific industrial security as a unified economic system
of processes that ensures the resilience of production
chains, efficient use of resources, innovativeness and
the adaptability of the sector to changes in the external
environment.

It is appropriate to study the economic security
of an industrial sector in the context of ensuring the
economic security of the State, as one of its key
components.

In the methodological guidelines for calculating
the level of economic security of Ukraine industrial
security is listed first among the components of
economic security within the national security system
of Ukraine. It is defined as “the state of the country’s
production sphere ensuring the most efficient use of
available production capabilities, their modernization
and expanded reproduction, an increase in the level
of production innovativeness and the growth of
competitiveness of the national economy” [8].

From the standpoint of the process approach,
industrial economic security of the State is a
comprehensive system of interconnected business
processes for management, development, support and
continuous improvement of the national network of
industrial enterprises. These activities include ensuring
the resilience of production chains, synchronizing
resource and information flows among sectors and
regions, timely identifying and neutralizing threats, as
well as boosting of innovative development and
competitiveness of the economy at all hierarchical levels.

The conducted research allowed us to systematize
the approaches to defining the concept of “economic
security” for industrial enterprises across all their
hierarchical levels and to propose our own definitions
of the corresponding concept, taking into account the
levels of functioning (Fig. 1).

Thus, the presented definitions allow us to assert
that economic security at any level is a system of
interrelated business processes that work together to
ensure resilience and sustainable functioning of an
enterprise, an industrial sector and the State.

The application of process logic in forming the
economic security of the sector requires defining the
purpose, objectives and process elements (management
objects) of economic security, as well as identifying
the business processes of the corresponding system at
every level. This includes specifying participants and
key performance indicators for each process to ensure
both quantitative and qualitative implementation of
protection of the sector’s activities and interests against
internal and external threats.

The purpose of forming economic security at all
hierarchical levels is to create a stable and functional
process system to ensure current efficiency and
guarantee long-term resilience by improving process
efficiency for detecting, minimizing and timely
preventing internal and external risks and threats.

The subjects of economic security are the
individuals and units responsible for the development
and functioning of the economic security system at
the enterprise and industry levels, as well as state
authorities that create the conditions for ensuring
economic security at the national level.

Theoretical foundations of the formation of the economic security in the industrial sector based on the process
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Macro level (industrial complex of the state)

Industrial economic security of the State is a comprehensive system of interconnected
business processes for management, development, support and continuous improvement
of the national network of industrial enterprises. These activities include ensuring the
resilience of production chains, synchronizing resource and information flows among
sectors and regions, timely identifying and neutralizing threats, as well as boosting of
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/ Meso level (industry)

Sector-specific industrial security as a unified economic system of
processes that ensures the resilience of production chains, efficient use of
resources, innovativeness and the adaptability ofthe sector to changesin

Micro level (industrial enterprise)

Economic security of an industrial enterprise constitutes
a dynamic system focused on managing processes to ensure
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Fig. 1. Conceptual and hierarchical scheme of the logic for defining the concept of “economic security”

Source: based on the process approach

The object of forming and managing economic
security of the industrial sector is to ensure a long-
term stability of its economic condition, particularly
in light of current trends in the development of the
national economy.

However, the main objects of management within
the system of economic security processes include
financial, informational, technical (technical and
technological), human (personnel) resources, property
assets, legal support of activities and others [9; 10].

According to the defined management objects,
the tasks of economic security are defined for each
area of a business and, taken together, these tasks
reflect the integrity of the process-based security system
of the enterprise.

Thus, the tasks of forming economic security
based on the principles of process approach include
the following items:

— creating value streams to ensure financial
stability, operational performance and higher efficiency
in the use of resources;

— constructing an effective, integrated and
competitive process architecture that ensures
consistency of functions, roles and responsibilities
within the economic security management system,;

— ensuring a high level of competitiveness,
technological effectiveness and innovativeness of input
resources, production processes and final outputs;

— developing the competencies, qualifications and
intellectual potential of personnel as the main
participants in the process system;

— forming a legal support process for all
activities, including contractual, intellectual property,
innovation-related and foreign economic activities;

— creating a protection system for trade secrets,
employees, information base and intangible assets
through the effective process interaction and
development of a unified information and analytical
infrastructure;

— implementing effective tools for assessing and
controlling the level of security of processes, personnel,
assets, capital and commercial interests;
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— integrating risk management processes into
every level of process architecture to ensure proactive
response to internal and external threats;

— ensuring continuous monitoring, measurement
and improvement of security processes based on
feedback, performance evaluation and process maturity
assessment;

— forming a culture of process thinking and
responsibility for security among all participants in
organizational processes;

— ensuring the alignment of economic security
processes with the strategic goals of enterprise, industry
and State, while also integrating them with quality
management, risk management and sustainable
development systems.

{ Management objects ] [ Main processes ]

Fmancial

.
| Managementprocesses |

The formation of economic security of the
industrial sector, viewed through a process approach,
requires identifying its main, auxiliary and management
processes, which are specific to the industry functioning
and to the structure of the objects of economic security
management. These processes encompass all aspects
of creating, maintaining and developing economic
security, including managing assets like financial,
human, technical and technological, informational
and legal resources, as well as implementing strategic
monitoring processes and continuous improvement
of the security system. The system of identified
processes is presented in Fig. 2.

Auxiliary processes
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Fig. 2. Architecture of business processes of economic security in the industrial sector
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Thus, the author has identified and systematized
the main, auxiliary and management processes business
processes of economic security in the industrial sector,
which collectively form an integrated process
architecture of the sector-specific security system. The
proposed architecture provides a number of advantages
for the formation of economic security of the industrial
sector, namely: ensures the interconnection between
all levels of management, including enterprises, sectoral
structures and state institutions; promotes optimizing
resource and information flows between key processes;
creates a mechanism for proactive response to external
and internal threats; and forms an integrated risk
management system aimed at achieving strategic goals
of sustainable development and enhancing the
competitiveness of the industrial sector.

The generalized process model makes it possible
to consider economic security as a dynamic system of
interrelated processes, where its effectiveness is
determined by the level of process maturity,
adaptability, innovativeness and continuous
improvement.

Conclusions

The research conducted in this study has allowed
us to generalize theoretical approaches to defining the
essence of economic security and to substantiate the
process approach as a modern conceptual basis for its
formation. It is important to emphasize that, unlike
situational, systemic or resource-based approaches, the
process approach defines economic security as a
dynamic system of interrelated processes, where their
effectiveness ensures stability for economic entities at
various levels.

At the enterprise level, economic security is
formed through the management of business processes
focuses on efficient use of resources, maintenance of
financial stability and asset preservation. At the industry
level, economic security is achieved through the
processes of coordination, standardization and risk
management, and also requires innovative development
and integration of production chains into a unified
process system.

At the state level, the economic security of
industry is an element of national security that is
ensured through effective management policy, legal
and regulatory support, institutional support and
strategic planning of activities of the industrial complex.

In this study, business processes were identified,
which made it possible to form a comprehensive process
architecture for the economic security of the industrial
sector. The practical implementation of process
architecture in the conditions of the economic security
of industrial enterprises allows for integrated risk
management and increased adaptability of the industrial

system to external challenges; aligning security
objectives with the strategic development goals of the
industry; creating a process-oriented mechanism for
monitoring and improving economic security; and
enhancing the effectiveness of resource, information,
personnel and technology management.

Thus, forming the economic security of the
industrial sector based on the process approach is an
effective tool ensuring its sustainability, competitiveness
and innovativeness within the industrial sector as a
key component of national economic development.
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TEOPETUYHI OCHOBU ®OPMYBAHHS
EKOHOMIYHOI BE3NEKHM ITPOMUCJIOBOI TAJY3I
HA 3ACAJIAX TPOIIECHOTO MHIIXOIY

Mipownivenxo M. B.

Cyuachi menoeHuyii (yHKUIOHY8AHHS NPOMUCAOB0I 2any3i
XapaKmepusyromscs ni08UUEHON MYPOYAeHMHICMIO 306HIUHbO-
20 | BHYMpIWHb020 cepedoguuia ma 60EHHO-NONIMUMHUMU DU3U-
Kamu, AKi nOCUAOIOMb 8UMO2U 00 eKOHOMIYHOI Oe3neku 2any3i
ma akmyanizyromoe NUMAHHS Wo00 NOWYKY HO8UX Ni0X00ié 00
egpekmuegroeo ii gopmysanns. Mema cmammi noaseae y meope-
MUKO-Memo00N02IMHOMY 0OTDYHMYBAHHI SUKOPUCMAHHS NpOyeC-
H020 nioxody 00 (opmy8aHHs1 eKOHOMIYHOI be3neKu npomMucio8oi
eanysi ma no6y0osu npoyecHoi apximexKmypu eKoHOMIYHOI Oe3ne-
KU Ha pieHi nionpuemcmea, eanysi ma depicasu. Y 0ocaioncenHi
suUKOpuUCmani memoo amanizy i cuHmesy 0as GUGUEHHs HAYKOBUX
dxcepen 3 006opanoi npodremamuiu, memoo NOPIGHAHHSA Ma y3a-
2aNbHEeHHs 0451 00CAiONceHHs nioxodie, idenmudpikauii 006 exmie
ynpaeainHa, Kaacugikauii npoyecie ma opmysanHs apximek-
mypu npouecie exorHomiuHoi be3nexu. Haykoea noeéuzna ompu-
MAHUX Pe3yAbmamie noaseac y NOEOHAHHI MIKPOPIGHS, ME30PIGHS
ma MaKpopiéHs 6 €OUHI NPOUEecHil apximekmypi eKOHOMIYHOI
be3neku npomucaogocmi 3 uimkum noodinom npouvecie. Ipaxmuy-
Ha UYIHHICMb NOAfAAE Y MONCAUBOCMI 3ACMOCY8AHHA NPOUECHOI
apximexkmypu sk 00pOJNCHbOI Kapmu 045 pO320pMAHHS NPOUECHOI
Modeni eKOHOMIMHOI Oe3neKu 2anysi, HaAAUIMYSAHHS MOHIMO-
PUHEY, OUIHIOBAHHA 3pinocmi ma naanyeanus nosinuens. Cmam-
ms NpUcesHeHa meopemudHUM ACNeKmam (OoPpMYB8aHHS eKOHOMiu-
HoI Ge3neku Ha 6cix pieHsx iepapxii. Onucani nioxodu 0o usHa-
YeHHSI CYMHOCMI NOHSAMMS «eKOHOMIYHA Oe3neka» nionpuemcmea.
OKkpemo npudineHo yeazy UKOPUCMAHHIO NPOUECHO20 NioXody 00
BU3HAYEHHsI CYMHOCMI «eKOHOMIMHA Oe3neKa» Ha pieHi nionpuemcmea,
eanysi ma depycasu. B pobomi nadana KoHUenmyanibHO-i€papxiv-
Ha cxeMa N02iKU GU3HAYEHHS NOHAMMSA <eKOHOMIYHOI Oe3neka»,
onucani mema, 00°ekmu, cy0’ekmu ma 3a80aHH €KOHOMIYHOI
be3nexku 3 nosuyii npoyecroeo nioxody. Ha pisni npomuciroeoeo
nionpuemcmea GU3HAYeHO Npoyecu YNPaeAiHHsA (PIHAHCOBUMU,
iHGhopMayitiHuMU, MeXHIKO-MeXHOA0IYHUMU, KAOPOSUMU, MAli-
HOBUMU mMa NpagosuMu acnekmamu ekoHomiunoi oeznexu. Ha
2any3e6oMy DIBHI OKpecieHO npouecu Koopouxauii, cmanoapmu-
3auii, po3eumky eupoOHUHUX AaHyloeie | iHmeepauyii pecypcHux i
iHhopmauitinux nomokie exoHomiunoi 6esnexku. Ha depucasromy
pi6HI onucano npouecu NOAIMUKU, Pe2YAiMOPHO20 3abe3neueH-
HS, [HCMUMYYIUHOI RIOMPpUMKU ma cmpameeiuHo20 NAAHYEAHHS
eKoHOMIuHOI Ge3nexu. 3diticnena idenmudbixauis OizHec-npouecie
nionpuemcme npoMuca080i 2anysi ma GU3HAYeHI OCHOBHI, 00-
nomixcii ma ynpasaincoki npoyecu 6 cucmemi iepapxii. Cghopmo-
6aHa NpoyecHa apximekmypa 6U3HAYeHUXx npouecie, 3abe3neuye
y32000ceHicms poaeil | 8i0N08i0anbHOCMI, NIOBUULYE KeposaHicmb
pusuUKamu ma niOmpumye [HHOBAUILIHUL PO36UMOK | KOHKYpeH-
MOCNPOMOJICHICMb.

Kimouosi cioBa: ekoHoMiuHa 6e3reka, MpoLeCHUM Miaxi,
0i3Hec-mpolecu, MPOMUCIOBE MiAMPUEMCTBO, MPOMUCIOBA
rajy3b, IpolecHa apXiTeKTypa.
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Modern trends in the functioning of the industrial sector are
characterized by increased turbulence of the external and internal
environment, as well as by military and political risks, which
intensify the requirements for the economic security of the sector
and highlight the need to search for new approaches to its effective
formation. The purpose of the article is to provide theoretical and
methodological justification for the application of process approach
to forming the economic security of the industrial sector and to
develop a process architecture of economic security at the enterprise,
industry and State levels. The study uses the methods of analysis
and synthesis to review scientific literature on the selected issue
and the methods of comparison and generalization to investigate
economic security concepts. This process includes examining
approaches, identifying objects of management, classifying processes
and developing an architecture of economic security processes.
The scientific novelty of the obtained results lies in the integration
of the micro-, meso- and macro-levels into a unified process
architecture of economic security in the industrial sector with a
clear division of processes. The practical value of the study consists
in the possibility of using the proposed process architecture as a
roadmap for deploying a process-based model of economic security
in the industry, configuring monitoring systems, assessing maturity
and planning improvements. The article is concerned with the
theoretical aspects of forming economic security at all hierarchical
levels. Various approaches to defining the concept of “economic
security ” of an enterprise have been described. Special attention is
given to the application of the process approach to defining the
essence of “economic security” at enterprise, industry and State
levels. The paper presents a conceptual and hierarchical scheme of
the logic behind defining the term “economic security” and describes
the goals, objects, subject and tasks of economic security from the
standpoint of the process approach. The business processes of
industrial enterprises have been identified and categorized into the
main, auxiliary and management processes within a hierarchical
system.

Keywords: economic security, process approach, business
processes, industrial enterprise, industrial sector, process
architecture.
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