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The dynamic nature of the modern economic environment, increasing uncertainty, and
the impact of crisis and war-related factors are leading to a rise in risks in corporate
operations. Under such conditions, personnel-related risks significantly affect the stability
of operations and the enterprise’s operational results. This necessitates considering
personnel risks as a component of an enterprise’s economic security and developing
effective approaches to their assessment and management. This article examines personnel
risk management as a component of ensuring an enterprise’s economic security amid
destabilizing factors. The paper summarizes scientific approaches to interpreting the
concept of HR risks and substantiates their economic essence through their impact on
the enterprise’s performance. It is determined that HR risks should be viewed as the
probability of deviations in personnel performance that affect the level of the enterprise’s
economic security and require systematic assessment and regulation. The classification
of HR risks by key characteristics is summarized, which allows for structuring their
manifestations and accounting for their various impacts on the enterprise’s operations.
Changes in labor resource utilization efficiency substantiate the interconnection among
HR risks, economic security, the stability of economic processes, and the enterprise’s
ability to counter both internal and external threats. A methodological approach to managing
HR risks has been developed, combining qualitative and quantitative assessment tools,
in particular an integrated indicator based on the probability of risk occurrence and the
level of its impact on performance. The proposed approach was tested at enterprises in
various sectors over the 2018—2025 period, revealing changes in the level of HR risks
under the influence of pandemic and military factors. The results confirm the feasibility
of the proposed approach for enhancing the soundness of management decisions,
minimizing the negative impact of HR risks, and ensuring the enterprise’s economic
security.
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Introduction and problem statement

The instability of the economic environment,
the intensification of military risks, and the
transformation of the labor market pose new challenges
for enterprises, necessitating the assurance of their
economic security, the enhancement of operational
resilience, and the ability to adapt to changes in the

© Kozheltsev O. le., Boichenko M. V., 2026

external environment. Business operations under such
conditions are influenced by destabilizing factors,
including disruptions in logistics, migration processes,
limited labor resources, and increasing economic
uncertainty. In this context, an important factor in
ensuring operational stability and achieving economic
results for a business is effective human resource
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management, which requires adaptability to external
and internal changes. The further development of
these processes is accompanied by an increase in
personnel risks, manifested in higher employee
turnover, a shortage of skilled workers, reduced labor
productivity, professional burnout, and communication
complications. Such risks are not only organizational
in nature but also directly affect the company’s
economic performance through increased costs, reduced
human resource efficiency, and lost revenue. In light
of this, adapting the workforce to wartime conditions
complements the management of HR risks, a crucial
component of ensuring the company’s economic
security. Modern approaches to ensuring economic
security require integrating risk and human resources
management tools to enable timely identification of
threats, assessment of their impact, and well-founded
decision-making. In both academic and practical
contexts, the use of analytical assessment methods
has become widespread, enabling the quantitative
measurement of HR risks and their impact on the
enterprise’s performance. The relevance of this article
stems from the need to develop theoretical and applied
approaches to managing HR risks as part of an
enterprise’s economic security during wartime
conditions. The practical implementation of these
approaches requires improving methodological
assessment tools to quantitatively determine risk levels,
analyze their economic consequences, and enhance
the soundness of management decisions in human
resources management.

Analysis and research of publications

The issue of an enterprise’s economic security
is addressed in the academic literature as a
comprehensive characterization of its resilience, the
protection of its resources, and its ability to adapt to
changes in the external environment. M. Ivanova et
al. examined the specific characteristics of risk
management in enterprises’ foreign economic and
logistics activities through the application of general
scientific approaches and specialized system structural
analysis methods. The authors introduced the concept
of a hedging strategy aimed at enhancing an enterprise’s
economic resilience and demonstrated that the effective
implementation of this strategy requires the use of
statistical analysis tools to forecast exchange rate
fluctuations [1]. Boichenko et al. analyze the key
features underlying the formation of the logistics
services market and assess the impact of logistics
activities on enterprises’ economic security. Drawing
on a review of international literature and the
operational practices of European logistics firms, the
authors identify strategic directions for shaping
regulatory policy in the European Union’s logistics

services market. The study demonstrates that market
regulation may generate risks to enterprises’ economic
security, as the requirement to adapt business models
in line with circular economy principles entails
additional managerial efforts and associated costs [2].

In their publication, Boichenko and Kozheltsev
examine a range of factors influencing the level of
enterprises’ economic security, including the digitalization
of product supply chains, increased investment in research
and development, governmental support for technological
innovation, and regulatory measures aimed at controlling
fossil fuel consumption [3].

M. Ivanova and I. Miro examined the impact of
training costs of employees of the Ukrainian industrial
and financial group on key variables of their economic
security. They proved that investments in personnel
development allow to increase the creative potential
and productivity of employees, as a result of which
economic results are improved, the impact of weaknesses
is minimized, and economic resilience to external
threats to the enterprise’s activities is increased [4].

Y. Rudnichenko et al. note that the modern
understanding of economic security has evolved and
involves a multifunctional process of threat management
in the face of globalization, technological, and military
challenges. The structure of economic security includes
financial, human resources, information, and other
components that ensure comprehensive protection of
the enterprise’s operations. The human resources
component holds a special place, as it is the personnel
who determine the efficiency of resource utilization
and the enterprise’s ability to counter risks. The authors
note that under such conditions, there is a need to
systematically integrate human resources risk
management into the enterprise’s economic security
framework [1].

M. Bortnikov et al. argue that HR risks are an
important management focus, as they are linked to
the recruitment, utilization, and development of
personnel and directly impact the enterprise’s
performance. Human resource risk management
involves a phased approach that includes identifying
sources of occurrence, determining the subjects and
objects of impact, and forming a comprehensive
understanding of the enterprise’s risk profile. A
distinctive feature of HR risks is their interconnection
with other types of risks, which complicates isolating
them and requires a comprehensive analysis. The
classification of HR risks includes employee turnover,
a shortage of qualified workers, decreased labor
productivity, professional burnout, and ineffective
employee collaboration. In this context, human
resource risk management is a systematic process aimed
at the timely identification, assessment, and mitigation
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of negative impacts on the enterprise’s operations [2].

Zh. Shilo and M. Krechko note that the
assessment of an enterprise’s economic security is
carried out based on various approaches, among which
the most common are the indicator-based, resource-
functional, economic risk theory-based, and program-
targeted approaches. These approaches involve the use
of a system of indicators that characterize the financial,
technical-technological, intellectual-human resources,
political-legal, and environmental components of a
company’s economic security. In particular, within
the intellectual and human resources component, the
assessment is based on indicators such as labor
productivity, employee turnover, the capital-labor ratio,
the level of innovation activity, and the availability of
highly qualified employees. At the same time, the
authors emphasize that the integrated assessment of
economic security is formed by aggregating the values
of individual components using a multiplicative
approach, which allows for accounting for their
interrelationships and their comprehensive impact on
the enterprise’s performance. The proposed approach
enables quantitative measurement of the level of
economic security and the justification of management
decisions, taking into account the role of the human
resources component in shaping the enterprise’s overall
stability [3].

Scientific studies emphasize that staff adaptation
is a key element of human resource management,
ensuring alignment of employees’ professional
capabilities with organizational requirements and
contributing to increased work efficiency. In particular,
Shapka 1. et al. note that the implementation of
interactive adaptation tools reduces employee’
uncertainty, accelerates their integration into work
processes, and improves task performance. This, in
turn, helps mitigate the risks of employee turnover,
professional burnout, and operational errors. At the
same time, adaptation is viewed not as a standalone
mechanism but as a component of the human
resources management system that complements HR
risk management processes. Thus, employee adaptation
serves as a tool for indirectly influencing HR risk
levels and ensuring greater stability in the enterprise’s
operations [4].

Shandova N. and Sydorchuk P. state that
personnel risks have a decisive impact on the economic
efficiency of the enterprise, as they determine the
level of labor productivity, ensure the stability of the
personnel composition, and determine the efficiency
of resource use. The study emphasizes that traditional
approaches to personnel risk management, developed
in conditions of relative stability, lose their effectiveness
in conditions of dynamic change, increased labor

mobility, a shortage of qualified personnel, and the
influence of military factors. They also emphasize
that personnel risks lead to increased costs, reduced
performance, and a loss of part of the enterprise’s
economic results. The model of human resources risk
management they propose, integrated into the
economic security system, involves the phased
identification of risks, their economic assessment, the
planning and implementation of mitigation measures,
and the monitoring of effectiveness. A distinctive feature
of this approach is the use of digital analytics, knowledge
management, and integration with other components
of economic security, which enables consideration of
human resource risk management as a tool for
enhancing an enterprise’s economic resilience [5].

Despite thorough research in this area, questions
remain that require further refinement, particularly
regarding the existence of a unified methodological
approach and a system of indicators for assessing HR
risks suitable for application across various areas of
the enterprise’s operations and aligned with its
economic results.

Purpose of the article

The information base for the study consisted of
scientific publications on HR risk management and
enterprise economic security, as well as the author’s
own analytical calculations based on publicly available
statistical data from enterprises. The methodological
basis of the study is the dialectical method of cognition,
which enables the study to reveal the interconnection
between personnel risks and the economic security of
an enterprise under the influence of destabilizing factors.
A systematic approach was applied to determine the
comprehensive impact of HR risks on enterprise
performance. The generalization method was used to
develop the conceptual framework and to classify HR
risks by key characteristics. The structural-logical
method was applied to construct a sequence of a
methodological approach to HR risk management.
Economic-mathematical methods were used to assess
the level of HR risks, in particular by developing an
integrated indicator based on the probability of their
occurrence and their impact on the enterprise’s
performance. The comparative analysis method was
applied to study the dynamics of HR risks over the
2018—2025 period and to identify changes influenced
by pandemic and military factors. The graphical method
was used to visualize the results and depict the dynamics
of the integrated HR risk level at enterprises.

In scientific research, the concept of HR risks is
interpreted ambiguously and considered from various
perspectives depending on approaches to human
resource management and risk management. In
particular, HR risks are associated with negative
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consequences arising from personnel actions or
qualifications, as well as from internal and external
factors. The most common manifestation of such risks
is an insufficient level of employee competence, which
can lead to reduced labor productivity, ineffective
decision-making, and deviation from the company’s
goals. At the same time, modern approaches view
them not only as sources of threats but also as a
potential factor in development, as they can stimulate
innovative activity, increase labor efficiency, and
enhance personnel adaptability [6].

Given the synthesis of scientific approaches,
particularly according to Shapoval O. [6], as well as

current transformations in the economic environment,
HR risks should be viewed as the probability of
deviations in staff performance that affect the
company’s economic results, determine its level of
economic security, and require systematic assessment
and regulation, taking into account the impact of
crisis and war-related factors on the company’s
operations.

However, the complexity and multifaceted nature
of HR risks in enterprise operations, revealed during
their theoretical analysis, necessitate consideration
based on key characteristics, as presented in Table 1.

Table 1

Generalized Classification of Enterprise HR Risks

Classification Feature

Characteristics a

Environment of Occurrence Internal, external

Form of Manifestation Quantitative, qualitative

Content

Ineffective management, risks related to qualifications, motivation, and adaptation of
personnel, fraud, information leaks

Nature of losses

Property, financial, informational, loss of human resources, loss of health and life

Source: authors’ development based on data [7]

The impact of HR risks on an enterprise’s
economic security is multifaceted and manifests
through changes in its operational effectiveness
parameters. The condition, behavior, and performance
of personnel directly shape the enterprise’s ability to
maintain economic process stability, achieve planned
results, and counter internal and external threats. An
increase in HR risks weakens the enterprise’s economic
security by disrupting the coordination of production

and management processes. An increase in personnel
risks leads to a weakening of a company’s economic
security, as it disrupts the coordination of production
and management processes, reduces resource efficiency,
and increases vulnerability to destabilizing factors [8].
Under conditions of effective HR risk
management, it is possible to achieve positive effects
on operational performance and the enterprise’s
economic security, as summarized in Table 2.

Table 2

Impact of HR Risks on the Economic Security of the Enterprise

Area of Impact

Positive Effects

Negative Effects

Economic Performance

Increased labor productivity, cost optimization

IDecreased productivity, increased costs

Use of Labor Resources

Rational use of working time

Loss of working time, inefficiency

Human resource potential - .
qualifications

IDevelopment of competencies, improvement of

ILoss of competencies, staff shortages

Management decisions

Improvement of management quality

IAdoption of ineffective decisions

Economic security

Strengthening of the enterprise’s stability

Weakening of economic security

Source: authors’ development

The impact of human resource risks on an
enterprise’s economic security necessitates the
development of a methodological approach to managing
them, ensuring operational stability and enhancing
performance.

A methodological approach to managing human
resource risks is based on a phased organization of
the management process, which involves identifying
risks, determining strategies for their minimization,
making management decisions, implementation of
appropriate measures, as well as subsequent

monitoring, evaluation, and adjustment of the
management system, based on modern scientific
concepts regarding the need to ensure the
comprehensiveness and systematic nature of
management (Fig. 1).

Although approaches to human resources risk
management ensure the systematic and logical
structuring of relevant management processes, they
are largely focused on expert-analytical assessments
and take limited account of the possibilities for
quantitatively measuring the impact of human resources

Managing human resource risks as a component of a company’s economic security in times of war
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risks on the enterprise’s economic performance. At
the same time, current trends in the development of
management systems necessitate a shift toward
approaches that account for the dynamics of key
economic indicators and ensure more informed
management decision-making. These provisions serve

as the basis for developing a methodological approach
to managing HR risks as a component of a company’s
economic security, integrating qualitative and
quantitative analytical tools to assess their impact on
economic performance and enhance the soundness of
management decisions.

& “\
Comprehensive analysis of the enterprise’s

Identification of the key areas of personnel nisk

human resource potential
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& Y
Decision-malang on the implementation of the

Development of the policy and strategy for

enterprise personnel risk management system
.

(\'
personnel risk management at the enterprise

F
5 Implementation of the system of personnel nsk

Momtonng the functioning of the personnel nsk

management methods at the enterprise

management system at the enterprise

F- i,

Obtaining feedback on the effectiveness of

P ™

Processing and analytical evaluation of the resulis

the functioning of the personnel risk
management system at the enterprise

of the functioning of the personnel risk
management system at the enterprise

Adjustment of the personnel nisk h

Conducting a formal audit of the personnel nisk

management system at the enterprise based
on the evaluation results i

management system at the enterprise

-
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-

-

Fig. 1. Systematized methodology for managing an enterprise’s HR risks

Source: authors’ development based on data [2]

The tightening of requirements for ensuring the
economic security of enterprises, driven by high
external uncertainty, underscores the need to expand
the methodological approach to human resource risk

management by integrating additional functional
elements to enhance its adaptability and analytical
soundness (Table 3).

Table 3

Development of a methodological approach to managing an enterprise’s HR risks, taking into account current
challenges to the enterprise’s economic security

Functiona block Current practice Additions Expected effect

Identification of HR | Identification of risks based on| Combining expert assessment with Increased accuracy in risk

risks expert assessments quantitative indicators identification

Assessment of HR Qualitative characterization of | Introduction of quantitative Objectivization of

risks risk level indicators assessment

Anaysis of system Analysis of risk management | Assessment of theimpact of risks on Determllnatlon of the

functionin results economic indicators €conomic consequences of
g risks

Management Selection of risk mitigation Justification of decisions based on I mproving management

decision-making measures economic analysis and data effectiveness

Implementation of
measures

Introduction of management
methods

Incorporating staff adaptation as a

Reducing turnover and

risk mitigation tool

increasing productivity

Monitoring and

Tracking system performance

Using analytical indicators and

Timely detection of

control dynamic assessments deviations

System adjustments Making changes based on Using _forecastl ng and scenario Improw_n_g system
assessment results analysis adaptability

Ensuring economic Not soecified Integration of HR risk management Strengthening the economic

security i into the economic security system stability of the enterprise

Source: authors’ development
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A methodological approach to HR risk
management involves the active use of a system of
indicators that ensure their identification, assessment,
and analysis.

Traditional indicators that characterize an
enterprise’s human resource potential are used to assess
its performance [3]. At the same time, in our opinion,
they are not direct indicators of human resource risks,
as they do not account for the probability of their
occurrence or the level of impact on performance;

however, they can serve as a basis for developing a
system to assess these risks, provided they are
appropriately adapted.

To this end, it is advisable to interpret these
indicators as HR risk indicators by supplementing
them with an assessment of the likelihood of risky
situations and the level of their impact on the
enterprise’s economic performance. A generalized
system of indicators for assessing an enterprise’s HR
risks is presented in Table 4.

Table 4
System of indicators for assessing HR risks
Indicator Economic meaning HR risk Probability (P) Impact (I) Risk level
IPercentage of Losses from
Ker —employee Reflects the intensity [Risk of personnel cenag employee b o
resignations or Rer= Pete™ Tewe
turnover rate of personnel turnover [loss replacement, reduced
expert assessment . .
roductivity
K, — labor Charg cterizes the Risk of reduced Prob.abl!lty ofa ILoss of income or b %
.. efficiency of labor . decline in the . Rip =Py, * Ijp
productivity e productivity o production volume
resource utilization indicator
Ky, — capital-labor  [xhiects the provision . eoofficient [Probability of  [Decrease in labor

of resources to

Rclr = Pclr * ICll‘

ratio resource utilization reduced provision fficiency
employees

. . haracteri . e ...

K, — innovation Characte lz,e.s . |Risk of reduced  |Probability of ILoss of competitive -~ "
. . employees’ innovative |. . Riac = Piac * liac
activity coefficient ctivity innovation fewer proposals  |advantages
. . . IPr ility of .

Kqua— qualification  [Reflects the level of ~ Risk of obgb LY O becline in work _ «

¢ > 1 . |decline in . R quat = Pqual * Iqual
coefficient staff training competency deficit . . quality

qualifications

Source: authors’ development

In managing HR risks, it is advisable to account
for their dynamic nature, which requires a time-
dependent assessment model. In this regard, it is
advisable to define the integral level of HR risks as a
function of time (1):

|R£t} = Lizy wi * Ri(t),

(M

where R(t) is the integral level of HR risks at time t;
wi is the weight of the i-th risk in the management
system;

Ri(t) is the level of the corresponding risk;

n — is the number of risks.

The proposed model allows enterprise
management to continuously monitor HR risks, assess
their impact on performance, and make timely
management decisions to minimize them. The use of
a dynamic approach enhances the adaptability of the
HR risk management system. It ensures it remains
focused on achieving the enterprise’s economic security
goals in a changing environment.

An important factor influencing the model’s
parameters is staff adaptability, which determines

employees’ ability to effectively integrate into the
organizational environment and perform their functional
duties. In particular, increasing adaptability helps reduce
the likelihood of HR risks and minimize their negative
impact on the company’s performance [9].

It is advisable to test the proposed methodological
approach to managing HR risks across enterprises of
various types, given their prevalence across sectors of
economic activity. Risks such as employee turnover,
staff shortages, and reduced labor productivity, as well
as those associated with mobilization processes and
employee relocation, are common across sectors.
However, their intensity and economic consequences
differ.

To test the proposed methodological approach,
enterprises from various sectors were selected,
specifically the logistics sector (Nova Poshta LLC),
the retail sector (RUSH LLC, the EVA store chain),
and the manufacturing sector (Myronivsky
Hliboproduct, the “Nasha Ryaba” brand). The
selection of these enterprises is based on differences
in work processes, staffing levels, and risk structures,
which allows for an examination of the methodological

Managing human resource risks as a component of a company’s economic security in times of war
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approach’s adaptability and applicability across various
organizational and economic conditions.

The study covers the period from 2018 to 2025,
which allowed us to track changes in the operating
conditions of enterprises under the influence of key
external factors, with particular attention to 2020 as a
period of transformational changes associated with

the COVID-19 pandemic, and 2022, a year
characterized by significant challenges caused by
military events that could objectively influence the
formation and manifestation of human resource risks.

Table 5 presents indicators for assessing
enterprises’ HR risks, calculated from official financial
and statistical reports [10].

Table 5
Baseline indicators for assessing human resource risks of enterprises
Enterprise Pix Keir Kip K, Kiac Kqual
2018 0.18 1.00 1.00 0.65 0.85
2019 0.20 0.98 1.02 0.63 0.84
2020 0.22 0.95 1.05 0.60 0.83
Nova Poshta 2021 0.24 0.90 1.02 0.55 0.80
2022 0.28 0.80 0.95 0.50 0,78
2023 0.25 0.88 1.00 0.58 0.82
2024 0.22 0.98 1.08 0.65 0.86
2025 0.20 1.10 1.15 0.70 0.88
2018 0.25 1.00 0.90 0.55 0.80
2019 0.28 0.96 0.92 0.53 0.79
2020 0,30 0.92 0.95 0.50 0.78
EVA 2021 0.33 0.85 0.90 0.47 0.75
2022 0.35 0.75 0.85 0.45 0.72
2023 0.32 0.82 0.90 0.50 0.76
2024 0.29 0.95 0.98 0.55 0.80
2025 0.27 1.05 1.00 0.60 0.82
2018 0.15 1.00 1.10 0.60 0.88
2019 0.17 0.99 1.11 0.59 0.87
2020 0.18 0.97 1.12 0.58 0.86
2021 0.20 0.92 1.10 0.55 0.83
Nasha Ryaba 2022 0.22 0.85 1.05 0.52 0.80
2023 0.20 0.90 1.10 0.57 0.84
2024 0.18 1.00 1.15 0.62 0.88
2025 0.17 1.08 1.18 0.65 0.90

Source: compiled by the author based on [10]

To ensure the comparability of indicators and
enable their integration into a unified model for assessing
the level of HR risks, all indicators were standardized.

The dynamics of key indicators characterizing
enterprises’ HR risks are shown in Fig. 2.

All enterprises experienced a deterioration in
the values of most indicators in 2022, indicating an
increase in HR risks driven by external destabilizing
factors. In 2025, a positive trend in the recovery of
indicators is observed, suggesting a gradual adaptation
of enterprises to new operating conditions and an
improvement in the effectiveness of HR risk
management. Enterprises in the trade sector proved
to be the most sensitive to changes, while
manufacturing enterprises demonstrated relatively more
stable trends in indicators.

The integrated level of enterprises’ HR risks is
determined by formula (1) as the weighted sum of
partial risks, calculated based on the probability of

their occurrence and the level of impact on
performance; the results are presented in Table 6.

The results of calculating the integral level of
personnel risks at enterprises over the period 2018—
2025 are presented as a graphical trend (Fig. 3).
Visualization of the obtained data makes it possible to
identify patterns of change in the indicator over time,
identify phases of its growth and decline, and conduct
a comparative analysis among the enterprises under
study. The use of a second-degree polynomial trend
line is justified by the nonlinear nature of the studied
process and the presence of a pronounced extreme
point, reflecting structural changes in enterprise
functioning and adaptation processes driven by external
destabilizing factors. The constructed trend relationship
allows generalizing empirical results and determining
the overall direction of HR risk transformation, without
claiming their absolute minimization in the forecast
period.
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Fig. 2. Trends in key indicators characterizing enterprises’ HR risks
Source: authors’ development
Table 6
Integrated level of enterprises’ HR risks
Year Enterprises
Nova Poshta EVA Nasha Ryaba
2018 0.220 0.412 0.150
2019 0.272 0.494 0.191
2020 0.350 0.602 0.245
2021 0.452 0.710 0.336
2022 0.783 0.850 0.603
2023 0.533 0.824 0.392
2024 0.282 0.559 0.185
2025 0.088 0.390 0.061

Source: authors’ development

The change in the enterprise HR risk level
increased significantly in 2022, driven by sharp changes
in operating conditions and the impact of large-scale
destabilizing factors. Compared to 2020, when the
rise in risk levels was primarily linked to pandemic
restrictions, 2022 saw a more pronounced manifestation
of these risks, as evidenced by the integral indicator
reaching its maximum values for all enterprises under
study. In particular, in 2022, risks related to employee
turnover, staff shortages, declining labor productivity,
disruptions to the stability of work processes, as well
as the forced relocation of employees and mobilization
processes, have significantly intensified. In contrast,

in 2020, risks of a temporary nature dominated, driven
by mobility restrictions, remote work arrangements,
and a partial decline in business activity, which had a
less profound and more manageable impact on the
human resources component of enterprises’ operations.

At the same time, it should be noted that the
experience of enterprise operations during the COVID-19
pandemic created significant prerequisites for enhancing
the adaptability of human resources management
systems. In particular, during this period, tools for
crisis management, remote and hybrid work
arrangements, the digitalization of management and
communication processes, and mechanisms for the
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rapid revision of personnel decisions were tested. The
accumulated management experience contributed to
greater flexibility in organizational structures, the

09
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development of employees’ digital competencies, and
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to instability in the external environment.
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Fig. 3. Dynamics of the integral level of enterprises’ HR risks

Source: authors’ development

As a result, companies gained the ability to adapt
more quickly to new operating conditions during the
period of hostilities, which manifested itself in the
ability to rapidly reallocate labor resources, maintain
the continuity of business processes, reduce lost work
time, and minimize the negative impact of HR risks
on business performance. This, in turn, led to a gradual
reduction in the overall level of HR risks in 2023—
2025, reflecting not their elimination but their
transformation and partial mitigation through improved
management efficiency and adaptive mechanisms.

At the same time, despite the positive trend, the
results obtained do not indicate that personnel risks
have been fully minimized. Their presence is objective
and results from the influence of both internal and
external factors that determine how enterprises operate
in an unstable environment. Consequently, the overall
level of HR risks cannot reach zero, and its reduction
should be interpreted as a result of improved
management efficiency and enterprise adaptation,
rather than as the complete elimination of risk
phenomena.

This study enables the refinement of scientific
approaches to HR risk management to ensure an
enterprise’s economic security during wartime. In most
existing studies, HR risks are primarily examined
through qualitative or expert-analytical approaches,

which limit the possibility of their quantitative
measurement and integration into the system of
economic performance indicators. At the same time,
in modern conditions, there is a growing need for
formalized assessment methods that reflect the
dynamics of risks and their impact on performance
outcomes.

Unlike existing approaches, this study proposes
integrating the qualitative characteristics of HR risks
with quantitative methods for their assessment, by
determining the probability of their occurrence and
the magnitude of their impact, and then forming a
comprehensive indicator. This approach allows for a
shift from descriptive to economically oriented
management of HR risks and enables their comparative
analysis over time.

Additionally, unlike traditional approaches, which
assess HR risks in isolation, the study considers their
connection to the enterprise’s economic performance,
enabling them to be viewed as a functional element
of the economic security system. This expands
management’s analytical capabilities and enhances the
soundness of managerial decision-making.

At the same time, it should be noted that the
proposed approach requires adaptation to the industry-
specific characteristics of enterprises, in particular by
refining the weighting of individual risks and the
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parameters used to assess them. Furthermore,
integrating the obtained results into the system of
strategic management of economic security and
developing predictive models for assessing HR risks
require further development.

Conclusions

As a result of the conducted research, the
theoretical and methodological foundations for
managing HR risks as a component of an enterprise’s
economic security have been substantiated, and a
methodological approach to their assessment and
regulation has been developed. It has been established
that HR risks are dynamic in nature and increase
significantly during periods of crisis, particularly in
2022, due to the influence of military factors.
Compared to 2020, when risks were primarily
associated with pandemic restrictions, in 2022 they
took on a more systemic, large-scale nature,
manifesting in the exacerbation of problems related
to employee turnover, staff shortages, and declining
labor productivity. It has been confirmed that
experience in crisis management gained during the
COVID-19 pandemic contributed to increasing
enterprises’ adaptability to new operating conditions,
as evidenced by a gradual, then accelerated, decline
in the overall level of HR risks in 2023—2025. It is
substantiated that HR risks are objective and inherent;
therefore, their complete minimization is impossible,
and reducing their level reflects the effectiveness of
management and the enterprise’s adaptive capabilities.
The proposed methodological approach, which
integrates qualitative and quantitative tools to assess
HR risks by determining their probability and level
of impact, enhances the soundness of management
decisions and enables consideration of their impact
on the enterprise’s economic performance. The
practical significance of the obtained results lies in
the possibility of applying the proposed approach to
assess HR risks for enterprises across various industries,
taking into account the specifics of their activities,
thereby increasing the level of economic security and
operational resilience in an unstable environment.
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YIIPABJIIHHS KAJPOBUMHU PU3UKAMMU AK
CKIIAJOBA EKOHOMIYHOI BE3IIEKHA
MNIAITPUEMCTBA B YMOBAX BO€HHOT'O YACY

Kooceavues O. €, boiuenxo M. B.

Jlunamivnicms Cy1acHoeo0 eKOHOMIUH020 cepedosulya, no-
CUNEeHHs HeGU3HAYeHOCMI ma 6NAUE KPU308UX | 80EHHUX (PaK-
mopié 3yMOBAIIOMb 3DOCMAHHA PUBUKIE Yy OidabHOCMI
nionpuemcme. 3a makux ymoe pusuku, noe’s3aHi 3 nepcoHasom,
icmomHo enaugaomev Ha cmabinbHicmb QYHKUIOHYBAHHS ma pe-
syavmamu OdisinbHocmi nionpuememaa. Lle o6ymoenioe HeobxioHicmb
p0o32150y Kaoposux pPUsuUKie K CKAA0080I eKOHOMIUHOI Oe3neku
nionpuemcmea ma gopmysanus epekmusrux nioxodie 0o ix
ouiHosanHs i ynpaeainus. Cmamms npucesveHa 00CaiONCeHHIO
VIPABAIHHA KAOPOBUMU DUBUKAMU 5K CKAA0080I 3abe3neueHus
CeKOHOMIYHOI be3nexu nionpuemcmea 6 ymogax enaugy decmaodini-
3yruux pakmopis. Y pobomi yzazansvbHeHo Haykogi nioxodu 0o
MPaAKmMyeanHs NOHAMM KAOPOBUX DU3UKIE ma 00TPYHMOBAHO iX
CeKOHOMIYHY CYMHICMb 4epe3 6nAué Ha pe3yabmamiu OisAbHOCMI
nionpuemcmea. Busnaueno, wjo kaopogi pusuku OOUinbHO po3e-
as0amu K UMOBIDHICIMb GUHUKHEHHS 8I0XUAEHb Y Pe3VAbMAamue-
HOCmi OiANbHOCMI NePCOHAny, W0 GNAUSAIOMb HA DIGeHb eKOHO-
MiuHOI Oe3neku nionpuemcmea ma nompeoyiomov CUCHMEMHO20
OUIHIOBAHHS [ pe2yato8anHs. Y3aeanvHeno kaacugixauiro kadpo-
BUX PUBUKIG 3a KAOHOBUMU O3HAKAMU, W0 00380AUAO CHPYKMY-
pyeamu ix nposaeu ma 8paxogyeamu pIi3Hi acneKkmu 6nausy Ha
(yukuionysanns nionpuemcemea. OOTPYHMOBAHO B83AEMO38 30K
Kaopoeux pusukie 3 eKOHOMIUHOIO 0e3neKol0, KU NPOosGAAEmMb-
cs1 yepe3 3MiHy egheKkmueHocmi 8UKOPUCMAHHS MPYoogux pecypcis,
cmabisbHocmi eKOHOMIMHUX npouyecie ma 30amHOCMI
nionpuemcmea npomMuoissmu 308HIUHIM | 6HYMPIUHIM 3A2PO3aM.
Cpopmosaro memoduunuii nioxio 0o ynpasaiHus Kaoposumu pu-
BUKAMU, WO NOEOHYE AKICHI | KINbKICHI IHCIMPYMEHMU OUIHIOBAH-
HA, 30KpeMa 3acmocy8anHs iHMeeparbHo20 NOKA3HUKA, cpop-
MOBAHO020 HA OCHOBI 8PAXYBAHHS LUMOBIDHOCMI GUHUKHEHH:A pu-
3UKi6 ma pieHs ix enausy Ha pesyavmamu OisavHocmi. [Iposede-
HO anpobauiro 3anponoHO8aH020 nioxody Ha NIONPUEMCMEAX PIZHUX
cepep Odisinvnocmi 'y Junamiyi 2018—2025 pp., wo 003604u10
BUABUMU 3MIHY DIGHS KAOPOBUX DU3UKIE NI0 6NAUEOM NAHOeMiy-
HUX ma GoeHHUX ¢hakmopie. Ompumani pezyssmamu niomeepo-
JACyIomb Q0UiNbHICMb GUKOPUCMAHHS 3ANPONOHOBAH020 Ni0X00Y
041 nideuujeHuHs 00TpYHMoOB8AHOCMI YNPABAIHCOKUX pillleHb,
MIHIMI3auii He2amueHo2o énausy Kaoposux pusukie ma 3abesne-
YeHHs eKOHOMIYHOI be3nexu nionpuemcmed.

KouoBi ciaoBa: exoHomiuHa Oe3reka MiANPUEMCTBA,
KaJapoBi PU3UKHU, PU3UK-MEHEIKMEHT, KaIpOBWII IMOTEHILia,
MPOAYKTUBHICTh Mpalli, BUTpaTU Ha IEepCcoHas, ajamnTallis
nepcoHany, e(PeKTUBHICTb YIpaBliHHS, iHTeTpaJIbHUI iHIEKC,
BOEHHI PU3MKMU.
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The dynamic nature of the modern economic environment,
increasing uncertainty, and the impact of crisis and war-related
factors are leading to a rise in risks in corporate operations. Under
such conditions, personnel-related risks significantly affect the
stability of operations and the enterprise’s operational results. This
necessitates considering personnel risks as a component of an
enterprise’s economic security and developing effective approaches
to their assessment and management. This article examines personnel
risk management as a component of ensuring an enterprise’s
economic security amid destabilizing factors. The paper summarizes
scientific approaches to interpreting the concept of HR risks and
substantiates their economic essence through their impact on the
enterprise’s performance. It is determined that HR risks should be
viewed as the probability of deviations in personnel performance
that affect the level of the enterprise’s economic security and require
systematic assessment and regulation. The classification of HR
risks by key characteristics is summarized, which allows for
structuring their manifestations and accounting for their various
impacts on the enterprise’s operations. Changes in labor resource
utilization efficiency substantiate the interconnection among HR
risks, economic security, the stability of economic processes, and
the enterprise’s ability to counter both internal and external threats.
A methodological approach to managing HR risks has been
developed, combining qualitative and quantitative assessment tools,
in particular an integrated indicator based on the probability of
risk occurrence and the level of its impact on performance. The
proposed approach was tested at enterprises in various sectors over
the 2018—2025 period, revealing changes in the level of HR risks
under the influence of pandemic and military factors. The results
confirm the feasibility of the proposed approach for enhancing the
soundness of management decisions, minimizing the negative impact
of HR risks, and ensuring the enterprise’s economic security.

Keywords: enterprise economic security, HR risks, risk
management, HR potential, labor productivity, personnel costs,
personnel adaptation, management effectiveness, integral index,
military risks.
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